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Abstract—We present an educational platform for teaching the
design, debugging and deployment of real networking equipment
in the operational Internet. The emphasis of our work is on teach-
ing and, therefore, on providing an environment that is flexible,
robust, low cost and easy to use. The platform is built around
"NetFPGAs’ — custom boards containing eight ethernet ports and
two FPGAs. NetFPGA boards, when used with VNS (Virtual Net-
work System - another tool we have developed), can be integrated
into dynamically configurable network topologies reachable from
the Internet. VNS enables a user-space process running on any re-
mote computer to function as a system controller for the NetFPGA
boards. NetFPGA and VNS are used at Stanford in a graduate
level networking course to teach router implementation in hard-
ware and software.

|. INTRODUCTION

Most college-level digital designclassesstill usethe micro-
processormsa canonicaldesign,yet few studentgyo on to de-
sign microprocessorafter they graduate.Instead,anincreas-
ing numberof our graduatego onto designnetworking equip-
ment: complex hardware-softvaresystemghatmustinteroper
atewith existing systemsandinfrastructure.In generalgradu-
atingstudentsreill-preparedfor thistask,andhavelittle expe-
riencewith this scaleandcompleity of projectwork. And so
thegoalof ourwork is to give student$ands-orexperiencele-
signing,detugginganddeploying fully-functional networking
equipmentanddeplgying it into the Internet. In this paperwe
describea low-costand con gurable platform which enables
studentsusingindustry standarcdesigntools, to develop net-
working hardware.

The platform we have createdis comprisedof two core
technologiesNetFPGA and VNS [7] which, when usedco-
operatvely, provide the infrastructureto implementnetwork
hardware on rich and varied networks. NetFPGAsare cus-
tom boardswith eight Ethernetports and two on-boardpro-
grammableFPGAs (Field ProgrammableGate Arrays). A
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canonicaldesign exercisewould be for a studentto design
an Ethernetswitch, or Internetrouter, by writing Verilog and
downloadingtheir designto the NetFPGAboard. NetFPGA
boardscanbe programmednddehuggedoverthenetwork and
thereforeallow studentgo build sophisticatethardware,deploy
andtestit from the othersideof the country without ever hav-
ing to seethe physicalboard.

VNS (thevirtual network systemyirtualizesnetwork topolo-
giesatthelink layerby mappingbetweenVLANs. With VNS
asmallnetwork of commodityPCsrunningLinux canemulate
thousand®f differentisolatedvirtual networksthatarereach-
able from the internetand connectto real operatingsystems
runningreal services.Any networking device canbe included
in a virtual topology emulatedby VNS, including NetFPGA
nodes. This allows us to provide an ervironmentusing VNS
and NetFPGAwhere studentsprogramtheir NetFPGAs,and
theninserttheminto a variety of differenttopologies. Their
NetFPGAboardprocessefraf ¢ thatcomesirom anywherein
the Internet,andtheir designmustinteroperatecorrectly with
othernodesin the sametopology VNS supportanultiple net-
work topologiesatthesameime; sowhile onestudents testing
their NetFPGAdesignin their own privatetoplogy, anotherset
of studentsnightbetestinghow their designdnteroperat®n a
differenttopology

Typically, astudenimplementghe maindatapattof thesys-
temin hardware.For example,in anEtherneswitch,they write
Verilogtoimplementheheadeprocessingaddressookupand
switchingin hardware.But the controlsoftware,suchasaspan-
ning tree algorithm, or commandline interface,needsto run
on amicroprocessqiyet NetFPGAdoesnt have anembedded
CPU.VNS enableghe control softwareto run asa userspace
programrunninganywhereon the Internet(i.e. the NetFPGA
hasaremotevirtual cpu). Thisallowstheimplementatiorof so-
phisticatedjntegratedhardwareandsoftwaredevices. For ex-
amplestudentgouldbuild IP routerswith hardwareforwarding
pathsandcomplex protocolprocessinglonein software,using
afamiliar developmentanddeluggingernvironment.



NetFPGAand VNS are usedin "CS344: Build an Inter-
net Router” - a graduatdevel classat Stanford. In this class,
studentswork in teamsof two (onepro cient in hardwarethe
otherin software)to develop fully-functional, integratedhard-
ware/softvare IP routersthat procesdive Internettrafc. The
routerssupportintegratedT CP/IPstacksan OSPF-lile routing
protocoland mustinteroperatewith the routersdevelopedby
theotherstudenteams.

Both NetFPGA and VNS are designedfor use by other
schools. Our goal is to make both tools available at little or
no cost- andis fundedto do so by the National ScienceFoun-
dation.Initially, bothtoolsareavailablefor remoteuse.Several
hundredstudentsatdifferentschoolshave alreadyusedvVNS re-
motely. NetFPGAIs beingpreparedor remoteusestartingin
Fall of 2005. We provide pre-packagedssignmentgandsolu-
tions), remoteaccesgo tools, tool support,classroomsupport,
andwill evengradeassignmentsin short,we planto remove
ary barriersto the adoptionof thesetools widely in the net-
working curriculum.

This paperis organizedasfollows. The rst two sections
describeNetFPGAand VNS. Section4 discusseiow virtual
topologiesare createdand managed.Section5 discussesys-
temtranspareng and dehug support. We thenpresentour ex-
periencesvith NetFPGAandVNS in the classroonin section
6. Finally we endwith anoverview of our efforts to redesign
NetFPGAandour conclusions.

Il. THE NETFPGA PLATFORM

NetFPGAIs a completesystemfor teachingthe designof
Ethernet-basedetwork hardware suchasroutersor re walls.
The emphasiss on teachingandthereforeon providing anen-
vironmentthatis e xible, robust,low costandeasyto use.

TheNetFPGAsystencomprisesomecustomhardware,off-
the-shelfdesigntools,andsomeadditionalscriptsandlibraries.

The currentNetFPGA board measuressix incheshby nine
inchesandcontainsthreeAltera EP20K400APEX devices,an
eight-portEthernetontroller threelMByte SRAMsandancil-
lary logic. Thereis no on-boardCPU. The architectureof the
boardis shavnin gure 1. TheControl-FPGA(CFPGA)is pre-
programmednddoestwo things:it manageshe 8-portEther
netcontroller, andit providesa simplepaclet protocolfor the
two UserFPGAs. EachUserFPGA (UFPGA) hasone Mbyte
of private SRAM, aswell assomeon-chip SRAM. EachUF-
PGAis connectedo the CFPGAvia acommonbus,andto each
othervia a privatebus. The bandwidthsof the busesare such
thatthey arenot the bottleneckin the system- the throughput
limitation will beeithertheuserdesignsor the Ethernetgshem-
seles.Theonly externalconnectiongretheeight10Mb/sEth-
ernetportsanda smallconnectothatprovidespowerandasin-
gleresetline. Consequentlyall communicatiorwith the board
is via the Ethernets.

Theoperatiorof theboardis asfollows. The CFPGAbuffers
incomingpacletsin alocal SRAM, andassertsa signalto the
UFPGAsindicatingthata pacletis availablefrom the relevant
Ethernetport. Sometime later one of the UFPGAsrequests
the paclet which is thentransferredo the UFPGA. The UF-
PGA(s)containthe students design beit aswitch,router, re-
wall, XML analyzey whatever. So the UFPGAsprocessthe
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Fig. 1. NetFPGABoardArchitecture

paclet and may needto thensendone or more paclets. The
UFPGAspasstheir pacletsto the CFPGA, specifyingthe de-
siredegressEthernetport. The CFPGAacceptghe pacletand
thenforwardsit to the Ethernetcontroller

Thedesignresourceswvailableto thestudentarethetwo UF-
PGAs,eachwith 1Mbyteof SRAM. Stanfordstudenthaveim-
plementedseveral'obvious' designsanclude Ethernetswitches
and InternetRouters. Lessobvious extensionsto thesehave
includedIPSecpaclet encryption, o w-basedatecontrol,and
switchesemploying o w-basedwveightedfair queueing.

Most commercialnetworking productsalso include one or
more CPUsto handlethe more complex aspectf the device
suchasroute updatemessage# an IP router However the
NetFPGAboardhasno CPU. Insteadit hasa mechanisnthat
allowsthe'CPU' to exist elsavhere. The NetFPGAboardrec-
ognizesspeciallyencodedpaclets called control paclets that
enablea processunningon an external computerto perform
low level registerreadsandwrites on the students design. So
for example a studentcan run a routing protocol processon
their laptop,and have that procesontrol the actualhardware
thatis in their NetFPGAboard.

We do not speci cally adwocatethe CPU-lessapproachjn-
deedour latestversionof NetFPGAhasa CPU sothatwe can
explore otherarchitecturesOn re ection, the useof theseen-
codedpacletsto performregisteraccessebasbeenpositivein
thatit usesthe samebasictransportmechanisnipaclets). On
thenegativeside theperformancés poor(hundred®f accesses
persecond)andthe students softwaremustdealwith thefact
thatpacletsmaybelostin transit.

In practice giventhatwe havearackof NetFPGAboardswe
needawayto beableto managehe o w of pacletsbetweerthe
NetFPGAboardsandthecampusnternet. This o w is handled
by the VNS systemdescribedn the next sectionusingVLAN
tags[9] to provide isolationbetweerNetFPGAboards.

The next part of the NetFPGA systemis the design o w.
For thiswe usecommerciallyavailabletools (which areusually
very cheapor freeto academidnstitutions).We useSynopsys'
VCS and FPGA Compilerfor logic simulationand synthesis
respectiely. Placeandrouteof the designis performedby Al-
tera's Quartustool.

Sincethe external behaior of a NetFPGAsystemis com-
pletely de ned by the sequencef ingressand egresspaclets,
thenveri cation testsconsistof lists of paclets.Eachtestspec-
i es the sequencef ingresspaclets at eachport, aswell as
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Fig. 2. A Typical setupof VNS. The applicationsenersand re walls are
con guredwith multiple virtual interfaceseachcon guredonauniqueVLAN.

the sequencef expectedegresspacletsfrom eachport. The
studentausea Perl programto specifythesepaclets. Therea-
sonfor this is that the Perl programgenerates testerviron-
mentthatworksin simulation(with VCS) andalsoon thereal
hardware, thusobviating the needfor separatdardwaretests.
A secondscript is usedto verify that the obsened sequence
of egresspaclets matcheshe expectedsequence.This script
worksfor both simulationandthe actualhardwaretests.

Oncethe studentshave dehuggedand synthesizedheir de-
sign, they needto dawnloadit to the hardware. Thisis accom-
plishedusing the third part of the system: a Java-basedwveb
interface.

Thisinterfaceenablestudentgo:

acquirea boardfrom therackof boards,
downloadtheir designto theboard,
sendpacletsto theboard,

captureall egresspacletsfrom theirboard.

TheNetFPGAtoolsusethe pcaplibrary format[1] for pack-
ets,andsothestudentsanusewidely availablenetwork paclet
analysigoolssuchasEthereal[3]for dehuggingtheir systems.

I1l. THE VIRTUAL NETWORK SYSTEM

NetFPGA provides the foundationon which studentsim-
plementnetworking devicesin hardware. In orderto provide
the studentswith arealistic,dynamicenvironmentfor develop-
mentandtestingonthe operationalnternet,we've developeda
complementaryechnologytheVirtual Network System(VNS)
[7]- In short,VNS virtualizesthe network allowing the simula-
tion of mary comple< andcon gurable network topologieson
which NetFPGAboardscanparticipate.Eachof the simulated
topologiesis reachabldrom the Internetandthus carrieslive
Internettraf c. In thissectiorwe presenVNS anddiscusshow
it interoperatesvith NetFPGAto integratestudeniprojectsinto
thelnternet.

A typical setupof VNS is shavn in Figure2. The re wall
and the applicationseners are standardPCs running Linux.
EachPCis con gured with oneor morevirtual interfaceeach
of which is on a uniqueVLAN (andthereforetaggedwith a
uniqgueVLAN id). The core of the systemis the VNS sener
which accesseasll of thetraf c on the network by placingits
interfacein promiscuousnode. The sener candeterminethe

Al

application servers

virtual
bk

firewall

Fig. 3. A VNS virtual topologyconsistingof a hubbetweerthreecommodity
PCs. EachPCinterfaceis a virtual interfacewith a uniqueVLAN identi er.
The VNS sener provides the mappingbetweenthe VLAN ids so that each
paclet thatis sentby aninterfaceon thetopologyis receved by the othertwo.
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Fig.4. VNS systemwith connectedetFPGAboards.Theapplicationseners
and re walls arecon guredwith multiple virtual interfaceseachcon guredon
auniqueVLAN. Pacletsfrom all NetFPGAportsarealsotaggedoy theswitch
with uniqueVLAN IDs.

sourceof ary paclet by its VLAN ID andthe destinationby
inspectinghe destinatioraddres®f the Ethernetheader

Becausdt canaccessll trafc on the network, the VNS
sener is able to to emulatearbitrary network topologiesby
mappingbetweenVLANS. Figure 3 shavs an exampleof a
virtual topology emulatedby the VNS sener usingthe setup
shavnin gure 2. In this case the virtual topologyconsistsof
the re wall connectedo a hubwith two connectedapplication
seners.For eachpacletthe VNS senerinterceptdrom oneof
theinterfacesonthevirtual topology(identi ed by their VLAN
IDs) it will generatéwo more pacletswith VLAN IDs of the
two otherinterfaces thusemulatinga network huh Note that
the original paclet is never interceptedtaken off the wire) by
the VNS sener which can only passiely listen, however be-
causdt isonaVLAN uniqueto thesendingnterface theother
listeninginterfacesareunableto processt. A virtual topology
is thereforesimplyamapping performedoy the VNS senerbe-
tweenseparat&/LANs. Eachof theconnectedPCscanbecon-
gured with mary (hundreds)f virtual interfacesand eachof
theseinterfacesmy participateon a differenttopologyin com-
pleteisolation.

A. Integratingwith NetFPGA

VNS allows us the ability to integrate one or more NetF-
PGA boardsinto multiple complex topologies.Doing so does
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Fig. 5. A VNS virtual topologywith a virtual hostinterposedbetweenthe
re wall andtwo applicationseners. The VNS sener tunnelsall pacletsto the
virtual hostover a TCP connectiorto a client programexecutingin userspace
on a PC. The client programis thereforeableto function asan entity on the

network.

not requireary modi cationsto eitherNetFPGAnor VNS. As
shavnin gure 4, we connectNetFPGAboardsto the network
througha switch which markseachport with a uniqueVLAN
identi er. Usingthe VLAN identi er, the VNS sener cande-
terminewhich port a paclet originatesfrom and thus can be
con gured to allow oneor more NetFPGAboardsto partici-
pate on the topology like ary other networking device. Our
experimentalsetupusesa single, 96 port switch, to connect
8 NetFPGAboards,the VNS sener, a re wall andthreeunix
senersrunningvariousservicesincluding http andftp. Using
this setup,VNS canbe dynamicallycon gured to includethe
NetFPGAboardsn arbitrarytopologiesconnectedo commod-
ity machines.Figure6 shows a logical topologywith a NetF-
PGA boardinterposedetweerthe re wall andthreeapplica-
tion seners. The NetFPGAboardcanthenbe programmedo
operateasanintermediarynetworking device suchasanEther
nethub,alearningswitchor anIP routet

B. Providinga UserSpaceCPU’

In additionto mappingbetweenVLANSs, the VNS seneris
ableto interposeone or more virtual hostsin the network as
shavn in gure 5. Eachvirtual hostis emulatedat the link
layerby the VNS sener. Thegoalof supportingvirtual hostsin
the VNS seneris to provide a mechanisnin which userlevel
clientprogramgsunningon standardperatingsystemsanpar
ticipate on the virtual topology Whenthe VNS sener inter-
ceptsapacletdestinedo aninterfaceon avirtual host,instead
of mappingthatpacletto anothe?VLAN ID andplacingit back
onthewire, thesenerstripsof theVLAN headeandsendghe
pacletovera TCP connectiorto theassociatedlient program.
The client thereforewill receve all pacletsseenby ary of the
virtual hosts interfaceson the topology and can sendpaclets
to the sener to be injectedbackinto the network specifying,
which of its 'interfaces'to sendthe paclket out on. The sener
will thenensurethatthe sentpacletis taggedwith the correct
VLANSs for all connectingnterfaces.Theuserlevel programis
in essencdunctioningasanentity onthe network.

The ability of the VNS sener to supportintegrationof user
spaceprocesseto the virtual network topology canbe used
to addavirtual ‘cpu’ to theNetFPGAcards. TheNetFPGAcan
be controlledvia control paclets sentto port zerowhich read
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Fig. 6. VNS allows NetFGRA boardsto participatein virtual topologies. A
virtual hostconnectedo port 0 of the NetFPGAboardcanfunction asan off-
boardcontrol unit. The client programcan control the NetFPGAby sending
specialpacletswhich canreadandwrite to registers.

andwrite to all accessibleegisters.It is possiblethen,to create
atopologyin which avirtual hostis connectedlirectly to port
zeroof the NetFPGAboard,asshavn in gure 6. The VNS
senerwill handlemoving pacletsbetweertheuserprocessas-
sociatedwith the virtual hostand port zero of the NetFPGA
board. In this con guration the virtual hostcaneffectively act
asa'cpu’ for theNetFPGA.For example,assuminghecon g-
urationin gure 6, the NetFPGAboardcanbe programmedo
functionasa 3 portInternetrouter However, themorecomplex
functionssuchasOSPFsupportcanbeimplementedvithin the
virtual host.

The modelof allowing a userspaceprogramto function as
an offboardcpuhasa numberof advantages Standard®C op-
eratingsystemstypically provide muchricher deluggingand
developmentervironmentsthan those for embeddedproces-
sors. Thereis no needto crosscompilenor downloadcodeto
the boardandstandarddehuggers suchasgdb, canbe usedto
monitor and dehug the programduring runtime. Furthermore,
becaus¢hemainfocusof ourwork is to provide aneducational
platformwe believe supportingafamiliar developmentandrun-
time ervironment,suchasa Unix, greatlyeasesntroductionto
anotherwisecomplex system.

C. CreatingTopologies

Creatinga virtual topologyin VNS requireswriting a topol-
ogy descriptionle in XML andcopying it to adirectorymon-
itored by the VNS sener. Topology description les contain
the connectvity of the hostsin the topology, the IP addresses
eachinterfaceandthe VLAN identi ers assignedo the NetF-
PGA portsthatwill be participatingon the topology Givena
descriptionle aninstallationscriptwill createa topologyby
performingthefollowing actions:

Createa virtual interfaceon eachparticipatingPCandas-
signtheinterfacethegivenIP addresseandVLAN ids
Setup routeson eachof the PCsto forwardpaclets

Copy thetopology le to the directory monitoredby the
sener

Oncethe sener determinesthat a topology le hasbeen
addedor haschangedt will performtheVLAN mappingsspec-
i ed bythenew le. Becauseghetopology les canbeupdated
atruntime,the systemsupportsdynamictopologieswhich may



includelink failures,changesn connectvity or changesn link
properties.

IV. SYSTEM TRANSPARENCY

Typical useof NetFPGAdoesnot requirethe developerto
have hands-oraccesdo the hardware. The developermayin
factdevelopfrom anywhereonthelnternet.A signi cant chal-
lengeto supportingremotedevelopments to provide thesame
level of dehugging transpareng into the systemas would be
availableif the developerhadphysicalaccesgo the boardand
the connectedhetwork. To provide transparengin the system
via two mechanismsye provide aremotelogic probeandgen-
erationof pcapcompatibletrace les.

A traditional hardware developmentsystemwould provide
thecapabilityto capturesignalsin realtimeviaalogic analyzer
IndeedAltera providessucha capability with their embedded
logic analyzer However this capabilityrequiresa computerto
beconnectedo eachboardwhichis prohibitively expensvefor
NetFPGA.

Insteadwe provide a logic analyzerthat runson one of the
UFPGAs. In practicethis is not muchof a restrictionbecause
we found that most studentdesignsonly usea single FPGA.
This logic analyzer while not as sophisticatecas commercial
Logic Analyzers,hasprovenreasonablye xible. Theusercan
specifya sophisticatedour-stagetrigger andthe local SRAM
cancaptureup to 256K sampleof 32 signals.

Of coursethe studentsusethe logic analyzervia the web:
they canlaunchthe analyzerandthenstarta simulation,and
seewhentheanalyzettriggers.Theanalyzethenautomatically
providesthe studentwith thetrace le in ValueChangeDump
format,andsothestudentanusecommerciabr freewaveform
viewersto examinethetracedump.

In additionto thelogic probethesystenprovidesdelug sup-
portby loggingall packetsprocessethy theuserspacerogram
operatingasa NetFPGAcpu. VNS client programscommuni-
catewith thesenerusingasimplelibarary. Thislibrary logsall
pacletsthatareexchangedetweerit andthesenerin pcap[1]
traceformat. Thepaclettracesaresavedclient sideandcanbe
usedwith tcpdump(2]or Ethereal[3]to inspectall trafc pro-
cessedy theclient.

V. TEACHING NETWORKING HARDWARE

NetFPGAand VNS areintegral to an upperlevel projects
coursehereat Stanfordin which studentdearnto designand
developinternetrouters.During the course two-studenteams
designfully functional, integratedhardware/softvare routers
that procesdive Internettrafc. Eachteamconsistsof a stu-
dentpro cient in hardwareanda studentpro cient in software.
At theendof thecourseall studentoutersaretestedonalarge
sharedtopologyin which they mustinteroperateo build their
forwardingtablesand route traf ¢ correctly despitemultiple,
periodiclink failures. The studentsdesigntheir own interop-
erability tests,anduseVNS to implementon arbitrary private
topologiesof their choosingthatconnecto the Internet.

The studentsare presentedvith the verilog codefor a two
port, unintelligentlayer two switch. Their rst job is to ex-
tendthis designinto a threeport learningswitch— their switch

mustautomaticallylearnwherenodesarelocatedbasedon the
sourceaddres®f incomingpaclets. Thenext stepis to provide
control paclet supportsothatan externalsoftwareprocessan
performregisteraccessesn their design. The third stepis to
implementARP functionality - the students'routermustiden-
tify ARP pacletsandbeableto passhemto theirCPUprocess.
Thenthemainstages theimplementatiorof theactuallP rout-
ing protocol - the studentsmust add longest-pre x matching
capability aswell asthe necessaryoutetablesto their design.

In parallelwith the hardwareportion of the project,the stu-
dentresponsibldor the software developscomplex function-
ality in C which operatesasthe router CPU throughVNS as
discussegbreviously. The software mustsupportthe following
functionality.

anintegratedTCP stackwhich exportsa bsd/stylesoclet
interface

a commandline interface for managingthe router (this
runs on top of the students soclet interface and TCP
stack)

malformedpaclet processingsuchashandlingfragments
or pacletswith badheaders

ICMP support including generationof time exceeded
messagegyort and hostunreachablenessageand echo
replies

asimpli ed link stateroutingprotocol(basecbn OSPFv2)
which mustinteroperatavith the otherstudentrouters
settingup and managingthe hardware forwarding table
andARP cache

Designing an integrated software and hardware router re-
quiresstudentgo facecomplex designissuessuchasthe per
formance e xibility tradeof of moving functionality between
hardware and software. Theseissuesbecomeparticularlyim-
portantin the nal portionof the projectin which the students
mustimplementadwancedunctionalityof theirown designinto
theirrouters.Includinganopen-endedesigncomponento the
projectallows studentg$o explorearea®f interesto themwhile
tacklinganintegratedhardware/softvaredesignproblemwith-
out the guidanceof detailedspeci cations. The only require-
mentto this portion of the projectis thatthe implementedea-
tureshave both a hardwareandsoftwarecomponenthat oper
atecooperatiely. We have beendelightedby the sophistication
andinventivenesof the studentdn comingup with advanced
functionality. During the pilot offering of the courseduringthe
Spring quarterof 2004, studentprojectsincludedMAC level
encryption, o w rate limiting, VPN support,NAT anda web
programmabl&ardware re wall. In ourlatestclass(spring'05)
oneteamusedtheir routerto implementa man-in-the-middle
securityattackon SSHconnectionsandusedit to demonstrate
how to capturepassverds. A moredetaileddescriptionof the
courses presentedn [8].

Ultimately, it is our goalto hostremotecoursesat otherin-
stitutionsandUniversities. Thefull routerprojectcanbedone
remotelywithout requiring the studentsto have direct access
with the testnetwork or the NetFPGAboards.All coursema-
terialsarepublicly availableonlineatthe coursewebsitewhich
is includedin the conclusionof this paper We provide all tools
supportandgrading.Fundingis providedby NSFandcomesat
no costto the participatinginstitution.



V1. REDESIGNING NETFPGA

After usingNetFPGAfor threeyearswe have feedbackrom
ourusersandwe arenow in theproces®f developingnew ver-
sionsof hardware(andsoftware). Theissuesve areaddressing
next are:

The biggestproblemwith the currentsystemis that the
hardware is awkward to distribute to others. The NetF-
PGA boardsusea proprietarybackplanethat distributes
power andreset. The new boardwill usestandard3.3V
PClandwill t into a personakcomputer Indeedwe are
designingthe systemto have upto ve boardsper com-
puter with oneboardasthe controlboardandthe remain-
ing four for useby the studentsThusthe entireNetFPGA
systemcanbe delivered'shrink-wrappedfor installation
on astandar&k86-basegersonatomputer
Thenetworksaretoo slow. NetFPGAuseseight 10Mbit/s
ports. While suitablefor teachingthey aretoo slow for
interestingresearclprojects.Consequentlpur new board
will provide four Ethernetportseachoperatingat 10,100
or 1000Mbps. This will requireusto upgradethe VNS
sener and infrastructureto use 1.0Gbpslinks also; for-
tunatelythey are now very affordable. Already two re-
searchertave expressednterestin usingtheboardto ex-
plorenew transporprotocols- their protocolsrequirecus-
tom network interfaceswhich, of course,is the main at-
tribute of NetFPGA.

The new boardalsohastwo 3.0Gbpsduplex seriallinks
which canbeusedto interconnectultiple boardsto form
alargersystem.

The mechanismusedto provide low-level registeraccess
to thehardwareis awkwardfor studentsandslow, asmen-
tionedearlier Currently thestudentscontrolunitrunning
within VNS must sendethernetframesconformingto a
particularformat over an unreliablenetwork to issuereg-
isterreadsandwrites. The new boardwill addresshis by
usingthe PCl busto maptheboardsregistersdirectlyinto
memorythusproviding a muchfasteraccessnechanism.
The costof this is addedcompleity to the systemaswe
will needa way to provide studentswith restrictedaccess
to their board.

While thebasicfunctionalityof theboardds still provided
by a CFPGA (asin the rst iteration)the new boardwill
have an on-chip CPU (PawerPC).It is our hopethat the
studentscan usethesein future projects. Note that the
presencefaCPUdoesnotmeanthatwe aremaoving avay
from theremoteCPUapproachhatwe have usedsoeffec-
tively. Ratherthe presenceof an onboardCPU provides
new avenuego explore. For exampleit might provide the
opportunityfor somesimple perpacket computationge-
quiredby emeging variantsof TCP. The costof usingthe
onboardCPUis asigni cantly morecomplicatedool o w
andthusmightbelimited to moreadvancedprojects.
The currenttool o w is outdated slow andonly runson
non-MSWndows operatingsystems.The new boardwill
usea singletool for synthesisandplace-and-routandis
supportecbn MSWindows aswell asLinux andotherver
sionsof UNIX. We alsointendto supportseseralcommer

cial Verilog simulatorsjncluding VCS andModelSim.
The FPGA technologyis now dated. We will be using
newer FPGA devices(Virtex Il Pro30) and SRAMswith
greateispeedandcapacity Thiswill providetheresources
for moreinterestingstudentprojects.

Logic Analyzersupportwill be continued.Thenew board
hastwo independenSRAMSs, with onethat canbe dedi-
catedfor useby the Analyzer However we have obsened
thatstudentgarelyusethe Analyzer We believe thereare
two reasondor this: rst, the simulationervironmentis
sufcient to identify almostall bugs. Second|t requires
somework: decidingwhich signalsto capture,hooking
thosesignalsto the analyzerblock, and then setting up
triggerde nitions.

VIl. RELATED WORK

The FPX project[4] [5] at WashingtonUniversity provides
FPGA hardwarethat canbe attachedo a single OC-48 ATM
port. As suchit is notaimedatproviding acompletenetworking
system but ratheron providing programmablénardwareassist
for functionsthataretoo complex to bedonein software(such
ason-the- y JPEGencodingat Ghit/srates).

Also atWU is theOpenNetwork Laboratoryproject[6] This
is a collection of open-sourcegextensibleroutersbuilt using
their FPX technology They plan to have four of thesecon-

gurable routersinterconnected programmableswitch. This
is primarily a researctproject,providing a high-speede xible
ervironmentfor usein routerresearch.

VIIlI. CONCLUSIONS

University networking classesoften contain projects, but
theseprojectsgenerallyoperateat the soclet-layerandabove.
To operatebelow a soclet mightinvolve dabblingwith operat-
ing systemstructuresdedicatechardware,kernelhacking,and
securitynightmaressstudentgenerateorruptpacletsandin-
jecttheminto the network. As aresult,few networking classes
areableto give hands-orexperienceat a lower level - where,
arguably the real networking infrastructureexists. Our goalis
to give studentshands-orexperiencewith the Internetinfras-
tructure. We don't expectour approachto replacetraditional
systemdesignclasseanytime soon,but we do hopeto make it
possibleto include meaningful,low-level networking projects
in astandarccurriculum.

To this end, we producedtwo tools: NetFPGAand VNS,
eachof which aidsin the developmentf networking hardware
oncon gurablenetwork topologies.Our approactallows users
to build network devicesout of customboardsthatcanbe pro-
grammedandtestedover the Internet. We provide a remotely
accessibldogic probeto aid in developmentand testing. In
addition, the ervironmentsupportsthe emulationof multiple,
complex network topologieghatcanintegratewith commodity
operatingsystemsand arbitrary networking hardware. These
topologiesarereachabldrom the Internetandthereforeallow
testingof network deviceson realtrafc in realtime. In ad-
dition, the systemprovidesa methodfor addinga cpu to the
network device asa userspaceprocesghussimplifying proto-
typing, developingandtestingcomplex functionality.



The focus of our work hasbeento provide a robust, low-
costervironmentfor teachingthe implementatiorof network-
ing hardwarein relationto Internetinfrastructure.We are us-
ing bothNetFPGAandVNS in agraduatdevel projectscourse
in computemetworksin which studentsdevelop sophisticated
routersin hardware and software. All useof NetFPGAand
VNS canbedoneremotely We arethusableto supportremote
coursesn network hardwaredesignandit is ourgoalto support
suchcoursest otheruniversities.If you areinterestedn learn-
ing moreaboutNetFPGA,VNS or the coursewe offer, please
visit thefollowing websitesor contactusdirectly by e-mail.

NetFPGA Website: http://klamath.stanford.edu/NetFPGA/

NetFPGA 2 Website: http://klamath.stanford.edu/nf2
VNS Website: http://yuba.stanford.edu/vns/
CourseWebsite: http://yuba.stanford.edu/cs@4ublic/
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