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Abstract—We present an educational platform for teaching the
design, debugging and deployment of real networking equipment
in the operational Internet. The emphasis of our work is on teach-
ing and, therefore, on providing an environment that is flexible,
robust, low cost and easy to use. The platform is built around
’NetFPGAs’ – custom boards containing eight ethernet ports and
two FPGAs. NetFPGA boards, when used with VNS (Virtual Net-
work System - another tool we have developed), can be integrated
into dynamically configurable network topologies reachable from
the Internet. VNS enables a user-space process running on any re-
mote computer to function as a system controller for the NetFPGA
boards. NetFPGA and VNS are used at Stanford in a graduate
level networking course to teach router implementation in hard-
ware and software.

I . INTRODUCTION

Most college-level digital designclassesstill usethemicro-
processorasa canonicaldesign,yet few studentsgo on to de-
sign microprocessorsafter they graduate.Instead,an increas-
ing numberof ourgraduatesgoon to designnetworkingequip-
ment:complex hardware-softwaresystemsthatmustinteroper-
atewith existing systemsandinfrastructure.In general,gradu-
atingstudentsareill-preparedfor this task,andhavelittle expe-
riencewith this scaleandcomplexity of projectwork. And so
thegoalof ourwork is to givestudentshands-onexperiencede-
signing,debugginganddeploying fully-functional networking
equipmentanddeploying it into the Internet. In this paperwe
describea low-cost and con�gurable platform which enables
students,usingindustrystandarddesigntools, to developnet-
working hardware.

The platform we have createdis comprisedof two core
technologies,NetFPGAand VNS [7] which, when usedco-
operatively, provide the infrastructureto implementnetwork
hardware on rich and varied networks. NetFPGAsare cus-
tom boardswith eight Ethernetports and two on-boardpro-
grammableFPGAs (Field ProgrammableGate Arrays). A
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canonicaldesignexercisewould be for a studentto design
an Ethernetswitch, or Internetrouter, by writing Verilog and
downloadingtheir designto the NetFPGAboard. NetFPGA
boardscanbeprogrammedanddebuggedover thenetwork and
thereforeallow studentsto build sophisticatedhardware,deploy
andtestit from theothersideof thecountry, without ever hav-
ing to seethephysicalboard.

VNS(thevirtualnetworksystem)virtualizesnetwork topolo-
giesat the link layerby mappingbetweenVLANs. With VNS
asmallnetwork of commodityPCsrunningLinux canemulate
thousandsof differentisolatedvirtual networks thatarereach-
able from the internetand connectto real operatingsystems
runningrealservices.Any networking device canbe included
in a virtual topology emulatedby VNS, including NetFPGA
nodes. This allows us to provide an environmentusingVNS
and NetFPGAwherestudentsprogramtheir NetFPGAs,and
then insert them into a variety of different topologies. Their
NetFPGAboardprocessestraf�c thatcomesfrom anywherein
the Internet,andtheir designmust interoperatecorrectlywith
othernodesin thesametopology. VNS supportsmultiple net-
work topologiesatthesametime;sowhile onestudentis testing
their NetFPGAdesignin their own privatetoplogy, anotherset
of studentsmightbetestinghow theirdesignsinteroperateona
differenttopology.

Typically, astudentimplementsthemaindatapathof thesys-
temin hardware.For example,in anEthernetswitch,they write
Verilogto implementtheheaderprocessing,addresslookupand
switchingin hardware.But thecontrolsoftware,suchasaspan-
ning tree algorithm, or commandline interface,needsto run
on a microprocessor, yet NetFPGAdoesn't have anembedded
CPU.VNS enablesthecontrolsoftwareto run asa user-space
programrunninganywhereon the Internet(i.e. the NetFPGA
hasaremotevirtual cpu).Thisallowstheimplementationof so-
phisticated,integratedhardwareandsoftwaredevices. For ex-
amplestudentscouldbuild IP routerswith hardwareforwarding
pathsandcomplex protocolprocessingdonein software,using
a familiardevelopmentanddebuggingenvironment.
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NetFPGA and VNS are usedin ”CS344: Build an Inter-
net Router” - a graduatelevel classat Stanford. In this class,
studentswork in teamsof two (onepro�cient in hardwarethe
otherin software)to developfully-functional, integratedhard-
ware/softwareIP routersthatprocesslive Internettraf�c. The
routerssupportintegratedTCP/IPstacks,anOSPF-like routing
protocolandmust interoperatewith the routersdevelopedby
theotherstudentteams.

Both NetFPGA and VNS are designedfor use by other
schools. Our goal is to make both tools available at little or
no cost- andis fundedto do soby theNationalScienceFoun-
dation.Initially, bothtoolsareavailablefor remoteuse.Several
hundredstudentsatdifferentschoolshavealreadyusedVNSre-
motely. NetFPGAis beingpreparedfor remoteusestartingin
Fall of 2005.We providepre-packagedassignments(andsolu-
tions),remoteaccessto tools,tool support,classroomsupport,
andwill evengradeassignments.In short,we plan to remove
any barriersto the adoptionof thesetools widely in the net-
working curriculum.

This paperis organizedas follows. The �rst two sections
describeNetFPGAandVNS. Section4 discusseshow virtual
topologiesarecreatedandmanaged.Section5 discussessys-
tem transparency anddebug support.We thenpresentour ex-
perienceswith NetFPGAandVNS in theclassroomin section
6. Finally we endwith an overview of our efforts to redesign
NetFPGAandour conclusions.

I I . THE NETFPGA PLATFORM

NetFPGAis a completesystemfor teachingthe designof
Ethernet-basednetwork hardwaresuchasroutersor �re walls.
Theemphasisis on teachingandthereforeon providing anen-
vironmentthatis �e xible, robust,low costandeasyto use.

TheNetFPGAsystemcomprisessomecustomhardware,off-
the-shelfdesigntools,andsomeadditionalscriptsandlibraries.

The currentNetFPGAboardmeasuressix inchesby nine
inchesandcontainsthreeAltera EP20K400APEX devices,an
eight-portEthernetcontroller, three1MByteSRAMsandancil-
lary logic. Thereis no on-boardCPU.Thearchitectureof the
boardis shown in �gure 1. TheControl-FPGA(CFPGA)is pre-
programmedanddoestwo things: it managesthe8-portEther-
netcontroller, andit providesa simplepacket protocolfor the
two User-FPGAs.EachUser-FPGA(UFPGA)hasoneMbyte
of privateSRAM, aswell assomeon-chipSRAM. EachUF-
PGAis connectedto theCFPGAvia acommonbus,andto each
othervia a privatebus. The bandwidthsof thebusesaresuch
that they arenot thebottleneckin thesystem- the throughput
limitation will beeithertheuserdesignsor theEthernetsthem-
selves.Theonly externalconnectionsaretheeight10Mb/sEth-
ernetportsandasmallconnectorthatprovidespowerandasin-
gle resetline. Consequently, all communicationwith theboard
is via theEthernets.

Theoperationof theboardis asfollows.TheCFPGAbuffers
incomingpacketsin a local SRAM, andassertsa signalto the
UFPGAsindicatingthata packet is availablefrom therelevant
Ethernetport. Sometime later one of the UFPGAsrequests
the packet which is then transferredto the UFPGA. The UF-
PGA(s)containthestudent'sdesign,beit aswitch,router, �re-
wall, XML analyzer, whatever. So the UFPGAsprocessthe

Fig. 1. NetFPGABoardArchitecture

packet andmay needto thensendoneor morepackets. The
UFPGAspasstheir packetsto theCFPGA,specifyingthe de-
siredegressEthernetport. TheCFPGAacceptsthepacket and
thenforwardsit to theEthernetcontroller.

Thedesignresourcesavailableto thestudentarethetwo UF-
PGAs,eachwith 1Mbyteof SRAM.Stanfordstudentshaveim-
plementedseveral 'obvious' designsincludeEthernetswitches
and InternetRouters. Lessobvious extensionsto thesehave
includedIPSecpacket encryption,�o w-basedratecontrol,and
switchesemploying �o w-basedweightedfair queueing.

Most commercialnetworking productsalso include one or
moreCPUsto handlethe morecomplex aspectsof thedevice
suchas route updatemessagesin an IP router. However the
NetFPGAboardhasno CPU. Insteadit hasa mechanismthat
allows the'CPU' to exist elsewhere.TheNetFPGAboardrec-
ognizesspeciallyencodedpacketscalledcontrol packets that
enablea processrunningon an externalcomputerto perform
low level registerreadsandwriteson thestudent's design.So
for examplea studentcan run a routing protocol processon
their laptop,andhave thatprocesscontrol theactualhardware
thatis in theirNetFPGAboard.

We do not speci�cally advocatetheCPU-lessapproach;in-
deedour latestversionof NetFPGAhasa CPUsothatwe can
exploreotherarchitectures.On re�ection, theuseof theseen-
codedpacketsto performregisteraccesseshasbeenpositive in
that it usesthesamebasictransportmechanism(packets). On
thenegativeside,theperformanceis poor(hundredsof accesses
persecond),andthestudent's softwaremustdealwith thefact
thatpacketsmaybelost in transit.

In practice,giventhatwehavearackof NetFPGAboards,we
needawayto beableto managethe�o w of packetsbetweenthe
NetFPGAboardsandthecampusinternet.This �o w is handled
by theVNS systemdescribedin thenext section,usingVLAN
tags[9] to provide isolationbetweenNetFPGAboards.

The next part of the NetFPGAsystemis the design�o w.
For thisweusecommerciallyavailabletools(whichareusually
verycheapor freeto academicinstitutions).We useSynopsys'
VCS and FPGA Compiler for logic simulationandsynthesis
respectively. Placeandrouteof thedesignis performedby Al-
tera'sQuartustool.

Sincethe external behavior of a NetFPGAsystemis com-
pletely de�ned by thesequenceof ingressandegresspackets,
thenveri�cation testsconsistof listsof packets.Eachtestspec-
i�es the sequenceof ingresspackets at eachport, as well as
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Fig. 2. A Typical setupof VNS. The applicationservers and �re walls are
con�guredwith multiplevirtual interfaceseachcon�guredonauniqueVLAN.

the sequenceof expectedegresspacketsfrom eachport. The
studentsusea Perlprogramto specifythesepackets. Therea-
sonfor this is that the Perl programgeneratesa testenviron-
mentthatworks in simulation(with VCS) andalsoon thereal
hardware,thusobviating theneedfor separatehardwaretests.
A secondscript is usedto verify that the observed sequence
of egresspacketsmatchesthe expectedsequence.This script
worksfor bothsimulationandtheactualhardwaretests.

Oncethe studentshave debuggedandsynthesizedtheir de-
sign,they needto downloadit to thehardware.This is accom-
plishedusing the third part of the system: a Java-basedweb
interface.

This interfaceenablesstudentsto:
� acquireaboardfrom therackof boards,
� downloadtheir designto theboard,
� sendpacketsto theboard,
� captureall egresspacketsfrom their board.
TheNetFPGAtoolsusethepcaplibrary format[1] for pack-

ets,andsothestudentscanusewidely availablenetwork packet
analysistoolssuchasEthereal[3]for debuggingtheir systems.

I I I . THE V IRTUAL NETWORK SYSTEM

NetFPGA provides the foundationon which studentsim-
plementnetworking devicesin hardware. In order to provide
thestudentswith a realistic,dynamicenvironmentfor develop-
mentandtestingontheoperationalInternet,we'vedevelopeda
complementarytechnology, theVirtual Network System(VNS)
[7]. In short,VNS virtualizesthenetwork allowing thesimula-
tion of many complex andcon�gurablenetwork topologieson
which NetFPGAboardscanparticipate.Eachof thesimulated
topologiesis reachablefrom the Internetandthuscarrieslive
Internettraf�c. In thissectionwepresentVNS anddiscusshow
it interoperateswith NetFPGAto integratestudentprojectsinto
theInternet.

A typical setupof VNS is shown in Figure2. The �re wall
and the applicationservers are standardPCsrunning Linux.
EachPCis con�gured with oneor morevirtual interfaceeach
of which is on a uniqueVLAN (and thereforetaggedwith a
uniqueVLAN id). The coreof the systemis the VNS server
which accessesall of the traf�c on the network by placingits
interfacein promiscuousmode. The server candeterminethe

Fig. 3. A VNS virtual topologyconsistingof ahubbetweenthreecommodity
PCs. EachPC interfaceis a virtual interfacewith a uniqueVLAN identi�er.
The VNS server provides the mappingbetweenthe VLAN ids so that each
packet thatis sentby aninterfaceon thetopologyis receivedby theothertwo.

Fig.4. VNS systemwith connectedNetFPGAboards.Theapplicationservers
and�re walls arecon�guredwith multiplevirtual interfaceseachcon�guredon
auniqueVLAN. Packetsfrom all NetFPGAportsarealsotaggedby theswitch
with uniqueVLAN IDs.

sourceof any packet by its VLAN ID andthe destinationby
inspectingthedestinationaddressof theEthernetheader.

Becauseit can accessall traf�c on the network, the VNS
server is able to to emulatearbitrary network topologiesby
mappingbetweenVLANs. Figure 3 shows an exampleof a
virtual topologyemulatedby the VNS server using the setup
shown in �gure 2. In this case,thevirtual topologyconsistsof
the�re wall connectedto a hubwith two connectedapplication
servers.For eachpacket theVNS server interceptsfrom oneof
theinterfacesonthevirtual topology(identi�ed by theirVLAN
IDs) it will generatetwo morepacketswith VLAN IDs of the
two otherinterfaces,thusemulatinga network hub. Note that
theoriginal packet is never intercepted(takenoff thewire) by
the VNS server which canonly passively listen, however be-
causeit is onaVLAN uniqueto thesendinginterface,theother
listeninginterfacesareunableto processit. A virtual topology
is thereforesimplyamapping,performedby theVNSserverbe-
tweenseparateVLANs. Eachof theconnectedPCscanbecon-
�gured with many (hundreds)of virtual interfacesandeachof
theseinterfacesmy participateon a differenttopologyin com-
pleteisolation.

A. Integratingwith NetFPGA

VNS allows us the ability to integrateone or more NetF-
PGA boardsinto multiple complex topologies.Doing sodoes
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Fig. 5. A VNS virtual topologywith a virtual host interposedbetweenthe
�re wall andtwo applicationservers.TheVNS server tunnelsall packetsto the
virtual hostover a TCPconnectionto a client programexecutingin userspace
on a PC.The client programis thereforeableto function asan entity on the
network.

not requireany modi�cations to eitherNetFPGAnor VNS. As
shown in �gure 4, we connectNetFPGAboardsto thenetwork
througha switchwhich markseachport with a uniqueVLAN
identi�er. Using theVLAN identi�er, theVNS server cande-
terminewhich port a packet originatesfrom and thus can be
con�gured to allow oneor moreNetFPGAboardsto partici-
pateon the topology like any other networking device. Our
experimentalsetupusesa single, 96 port switch, to connect
8 NetFPGAboards,the VNS server, a �re wall andthreeunix
serversrunningvariousservicesincludinghttp andftp. Using
this setup,VNS canbe dynamicallycon�gured to includethe
NetFPGAboardsin arbitrarytopologiesconnectedto commod-
ity machines.Figure6 shows a logical topologywith a NetF-
PGA boardinterposedbetweenthe �re wall andthreeapplica-
tion servers. TheNetFPGAboardcanthenbeprogrammedto
operateasanintermediarynetworkingdevicesuchasanEther-
nethub,a learningswitchor anIP router.

B. Providinga UserSpace'CPU'

In additionto mappingbetweenVLANs, theVNS server is
able to interposeoneor more virtual hostsin the network as
shown in �gure 5. Eachvirtual host is emulatedat the link
layerby theVNS server. Thegoalof supportingvirtual hostsin
theVNS server is to provide a mechanismin which user-level
clientprogramsrunningonstandardoperatingsystemscanpar-
ticipateon the virtual topology. When the VNS server inter-
ceptsa packetdestinedto aninterfaceonavirtual host,instead
of mappingthatpacketto anotherVLAN ID andplacingit back
onthewire, theserverstripsof theVLAN headerandsendsthe
packetoveraTCPconnectionto theassociatedclientprogram.
Theclient thereforewill receive all packetsseenby any of the
virtual host's interfaceson the topologyandcansendpackets
to the server to be injectedback into the network specifying,
which of its 'interfaces'to sendthepacket out on. The server
will thenensurethat thesentpacket is taggedwith thecorrect
VLANs for all connectinginterfaces.Theuserlevel programis
in essence,functioningasanentityon thenetwork.

Theability of theVNS server to supportintegrationof user
spaceprocessesinto thevirtual network topologycanbe used
to addavirtual 'cpu' to theNetFPGAcards.TheNetFPGAcan
be controlledvia control packetssentto port zerowhich read

Fig. 6. VNS allows NetFGPA boardsto participatein virtual topologies.A
virtual hostconnectedto port 0 of theNetFPGAboardcanfunctionasanoff-
boardcontrol unit. The client programcancontrol the NetFPGAby sending
specialpacketswhichcanreadandwrite to registers.

andwrite to all accessibleregisters.It is possiblethen,to create
a topologyin which a virtual hostis connecteddirectly to port
zeroof the NetFPGAboard,asshown in �gure 6. The VNS
serverwill handlemoving packetsbetweentheuserprocessas-
sociatedwith the virtual host and port zero of the NetFPGA
board. In this con�guration thevirtual hostcaneffectively act
asa 'cpu' for theNetFPGA.For example,assumingthecon�g-
urationin �gure 6, theNetFPGAboardcanbeprogrammedto
functionasa3 port Internetrouter. However, themorecomplex
functionssuchasOSPFsupportcanbeimplementedwithin the
virtual host.

The modelof allowing a user-spaceprogramto function as
anoffboardcpuhasa numberof advantages.StandardPCop-
eratingsystemstypically provide muchricher debuggingand
developmentenvironmentsthan thosefor embeddedproces-
sors. Thereis no needto crosscompilenor downloadcodeto
theboardandstandarddebuggers,suchasgdb,canbeusedto
monitoranddebug theprogramduring runtime. Furthermore,
becausethemainfocusof ourwork is to provideaneducational
platformwebelievesupportingafamiliardevelopmentandrun-
timeenvironment,suchasaUnix, greatlyeasesintroductionto
anotherwisecomplex system.

C. CreatingTopologies

Creatinga virtual topologyin VNS requireswriting a topol-
ogy description�le in XML andcopying it to a directorymon-
itored by the VNS server. Topologydescription�les contain
the connectivity of the hostsin the topology, the IP addresses
eachinterfaceandtheVLAN identi�ers assignedto theNetF-
PGA portsthat will be participatingon the topology. Given a
description�le an installationscript will createa topologyby
performingthefollowing actions:

� Createa virtual interfaceoneachparticipatingPCandas-
signtheinterfacethegivenIP addressesandVLAN ids

� Setup routesoneachof thePCsto forwardpackets
� Copy the topology�le to the directorymonitoredby the

server
Once the server determinesthat a topology �le has been

addedor haschangedit will performtheVLAN mappingsspec-
i�ed by thenew �le. Becausethetopology�les canbeupdated
at runtime,thesystemsupportsdynamictopologieswhichmay
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includelink failures,changesin connectivity or changesin link
properties.

IV. SYSTEM TRANSPARENCY

Typical useof NetFPGAdoesnot requirethe developerto
have hands-onaccessto the hardware. The developermay in
factdevelopfrom anywhereon theInternet.A signi�cant chal-
lengeto supportingremotedevelopmentis to provide thesame
level of debugging transparency into the systemas would be
availableif thedeveloperhadphysicalaccessto theboardand
theconnectednetwork. To provide transparency in thesystem
via two mechanisms,weprovidearemotelogic probeandgen-
erationof pcapcompatibletrace�les.

A traditional hardwaredevelopmentsystemwould provide
thecapabilityto capturesignalsin realtimevia alogic analyzer.
IndeedAltera providessucha capabilitywith their embedded
logic analyzer. However this capabilityrequiresa computerto
beconnectedto eachboardwhichis prohibitivelyexpensivefor
NetFPGA.

Insteadwe provide a logic analyzerthat runson oneof the
UFPGAs. In practicethis is not muchof a restrictionbecause
we found that most studentdesignsonly usea singleFPGA.
This logic analyzer, while not assophisticatedascommercial
Logic Analyzers,hasprovenreasonably�e xible. Theusercan
specifya sophisticatedfour-stagetriggerandthe local SRAM
cancaptureup to 256Ksamplesof 32signals.

Of coursethe studentsusethe logic analyzervia the web:
they can launchthe analyzerand thenstart a simulation,and
seewhentheanalyzertriggers.Theanalyzerthenautomatically
providesthestudentwith thetrace�le in ValueChangeDump
format,andsothestudentcanusecommercialor freewaveform
viewersto examinethetracedump.

In additionto thelogic probethesystemprovidesdebugsup-
portby loggingall packetsprocessedby theuserspaceprogram
operatingasa NetFPGAcpu. VNS client programscommuni-
catewith theserverusingasimplelibarary. This library logsall
packetsthatareexchangedbetweenit andtheserver in pcap[1]
traceformat.Thepacket tracesaresavedclient sideandcanbe
usedwith tcpdump[2]or Ethereal[3]to inspectall traf�c pro-
cessedby theclient.

V. TEACHING NETWORKING HARDWARE

NetFPGAand VNS are integral to an upper level projects
coursehereat Stanfordin which studentslearnto designand
developInternetrouters.During thecourse,two-studentteams
designfully functional, integratedhardware/software routers
that processlive Internettraf�c. Eachteamconsistsof a stu-
dentpro�cient in hardwareandastudentpro�cient in software.
At theendof thecourse,all studentroutersaretestedona large
sharedtopologyin which they mustinteroperateto build their
forwarding tablesand route traf�c correctlydespitemultiple,
periodic link failures. The studentsdesigntheir own interop-
erability tests,anduseVNS to implementon arbitraryprivate
topologiesof theirchoosingthatconnectto theInternet.

The studentsarepresentedwith the verilog codefor a two
port, unintelligent layer two switch. Their �rst job is to ex-
tendthis designinto a threeport learningswitch– their switch

mustautomaticallylearnwherenodesarelocatedbasedon the
sourceaddressof incomingpackets.Thenext stepis to provide
controlpacket supportsothatanexternalsoftwareprocesscan
performregisteraccesseson their design. The third stepis to
implementARP functionality - thestudents'routermustiden-
tify ARPpacketsandbeableto passthemto theirCPUprocess.
Thenthemainstageis theimplementationof theactualIP rout-
ing protocol - the studentsmust add longest-pre�x matching
capability, aswell asthenecessaryroutetablesto their design.

In parallelwith thehardwareportionof theproject,thestu-
dent responsiblefor the softwaredevelopscomplex function-
ality in C which operatesas the routerCPU throughVNS as
discussedpreviously. Thesoftwaremustsupportthefollowing
functionality.

� an integratedTCPstackwhich exportsa bsd/stylesocket
interface

� a commandline interface for managingthe router (this
runs on top of the student's socket interface and TCP
stack)

� malformedpacketprocessing,suchashandlingfragments
or packetswith badheaders

� ICMP support including generationof time exceeded
messages,port andhostunreachablemessagesandecho
replies

� asimpli�ed link stateroutingprotocol(basedonOSPFv2)
whichmustinteroperatewith theotherstudentrouters

� settingup and managingthe hardware forwarding table
andARPcache

Designingan integratedsoftware and hardware router re-
quiresstudentsto facecomplex designissuessuchasthe per-
formance�e xibility tradeoff of moving functionality between
hardwareandsoftware. Theseissuesbecomeparticularly im-
portantin the �nal portionof theprojectin which thestudents
mustimplementadvancedfunctionalityof theirowndesigninto
theirrouters.Includinganopen-endeddesigncomponentto the
projectallowsstudentsto exploreareasof interestto themwhile
tacklinganintegratedhardware/softwaredesignproblemwith-
out the guidanceof detailedspeci�cations. The only require-
mentto this portionof theprojectis that the implementedfea-
tureshave botha hardwareandsoftwarecomponentthatoper-
atecooperatively. Wehavebeendelightedby thesophistication
andinventivenessof thestudentsin comingup with advanced
functionality. During thepilot offeringof thecourseduringthe
Spring quarterof 2004, studentprojectsincludedMAC level
encryption,�o w rate limiting, VPN support,NAT anda web
programmablehardware�re wall. In ourlatestclass(spring'05)
oneteamusedtheir router to implementa man-in-the-middle
securityattackonSSHconnections,andusedit to demonstrate
how to capturepasswords. A moredetaileddescriptionof the
courseis presentedin [8].

Ultimately, it is our goal to hostremotecoursesat otherin-
stitutionsandUniversities.Thefull routerprojectcanbedone
remotelywithout requiring the studentsto have direct access
with the testnetwork or theNetFPGAboards.All coursema-
terialsarepublicly availableonlineat thecoursewebsitewhich
is includedin theconclusionof thispaper. We provideall tools
supportandgrading.Fundingis providedby NSFandcomesat
nocostto theparticipatinginstitution.
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VI. REDESIGNING NETFPGA

After usingNetFPGAfor threeyearswehavefeedbackfrom
ourusers,andwearenow in theprocessof developingnew ver-
sionsof hardware(andsoftware).Theissuesweareaddressing
next are:

� The biggestproblemwith the currentsystemis that the
hardware is awkward to distribute to others. The NetF-
PGA boardsusea proprietarybackplanethat distributes
power andreset. The new boardwill usestandard3.3V
PCI andwill �t into a personalcomputer. Indeedwe are
designingthe systemto have up to � ve boardsper com-
puter, with oneboardasthecontrolboardandtheremain-
ing four for useby thestudents.ThustheentireNetFPGA
systemcanbe delivered'shrink-wrapped'for installation
onastandardx86-basedpersonalcomputer.

� Thenetworksaretooslow. NetFPGAuseseight10Mbit/s
ports. While suitablefor teachingthey are too slow for
interestingresearchprojects.Consequentlyournew board
will provide four Ethernetportseachoperatingat 10,100
or 1000Mbps. This will requireus to upgradethe VNS
server and infrastructureto use1.0Gbpslinks also; for-
tunatelythey are now very affordable. Already two re-
searchershaveexpressedinterestin usingtheboardto ex-
plorenew transportprotocols- theirprotocolsrequirecus-
tom network interfaceswhich, of course,is the main at-
tributeof NetFPGA.

� The new boardalsohastwo 3.0Gbpsduplex serial links
whichcanbeusedto interconnectmultipleboardsto form
a largersystem.

� The mechanismusedto provide low-level registeraccess
to thehardwareis awkwardfor studentsandslow, asmen-
tionedearlier. Currently, thestudents'controlunit running
within VNS must sendethernetframesconformingto a
particularformatover anunreliablenetwork to issuereg-
isterreadsandwrites. Thenew boardwill addressthis by
usingthePCIbusto maptheboard'sregistersdirectly into
memorythusproviding a muchfasteraccessmechanism.
The costof this is addedcomplexity to the systemaswe
will needa way to providestudentswith restrictedaccess
to their board.

� While thebasicfunctionalityof theboardsis still provided
by a CFPGA(asin the �rst iteration)the new boardwill
have an on-chipCPU (PowerPC).It is our hopethat the
studentscan usethesein future projects. Note that the
presenceof aCPUdoesnotmeanthatwearemovingaway
from theremoteCPUapproachthatwehaveusedsoeffec-
tively. Ratherthe presenceof an onboardCPU provides
new avenuesto explore.For exampleit might provide the
opportunityfor somesimpleper-packet computationsre-
quiredby emergingvariantsof TCP. Thecostof usingthe
onboardCPUis asigni�cantly morecomplicatedtool �o w
andthusmightbelimited to moreadvancedprojects.

� The currenttool �o w is outdated,slow andonly runson
non-MSWindowsoperatingsystems.Thenew boardwill
usea singletool for synthesisandplace-and-routeandis
supportedonMSWindowsaswell asLinux andotherver-
sionsof UNIX. Wealsointendto supportseveralcommer-

cial Verilogsimulators,includingVCSandModelSim.
� The FPGA technologyis now dated. We will be using

newer FPGAdevices(Virtex II Pro30) andSRAMswith
greaterspeedandcapacity. Thiswill providetheresources
for moreinterestingstudentprojects.

� Logic Analyzersupportwill becontinued.Thenew board
hastwo independentSRAMs, with onethat canbe dedi-
catedfor useby theAnalyzer. Howeverwehaveobserved
thatstudentsrarelyusetheAnalyzer. We believethereare
two reasonsfor this: �rst, the simulationenvironmentis
suf�cient to identify almostall bugs. Second,it requires
somework: decidingwhich signalsto capture,hooking
thosesignalsto the analyzerblock, and then settingup
triggerde�nitions.

VI I . RELATED WORK

The FPX project [4] [5] at WashingtonUniversityprovides
FPGA hardwarethat canbe attachedto a singleOC-48ATM
port. Assuchit is notaimedatprovidingacompletenetworking
system,but ratheron providing programmablehardwareassist
for functionsthataretoo complex to bedonein software(such
ason-the-�y JPEGencodingat Gbit/srates).

Also atWU is theOpenNetwork Laboratoryproject[6] This
is a collection of open-source,extensibleroutersbuilt using
their FPX technology. They plan to have four of thesecon-
�gurable routersinterconnecteda programmableswitch. This
is primarily a researchproject,providing a high-speed�e xible
environmentfor usein routerresearch.

VI I I . CONCLUSIONS

University networking classesoften contain projects, but
theseprojectsgenerallyoperateat thesocket-layerandabove.
To operatebelow a socket might involvedabblingwith operat-
ing systemstructures,dedicatedhardware,kernelhacking,and
securitynightmaresasstudentsgeneratecorruptpacketsandin-
ject theminto thenetwork. As a result,few networkingclasses
areableto give hands-onexperienceat a lower level - where,
arguably, therealnetworking infrastructureexists. Our goal is
to give studentshands-onexperiencewith the Internetinfras-
tructure. We don't expectour approachto replacetraditional
systemdesignclassesanytimesoon,but we do hopeto make it
possibleto includemeaningful,low-level networking projects
in a standardcurriculum.

To this end, we producedtwo tools: NetFPGAand VNS,
eachof whichaidsin thedevelopmentof networkinghardware
oncon�gurablenetwork topologies.Ourapproachallowsusers
to build network devicesout of customboardsthatcanbepro-
grammedandtestedover the Internet. We provide a remotely
accessiblelogic probeto aid in developmentand testing. In
addition, the environmentsupportsthe emulationof multiple,
complex network topologiesthatcanintegratewith commodity
operatingsystemsandarbitrarynetworking hardware. These
topologiesarereachablefrom the Internetandthereforeallow
testingof network deviceson real traf�c in real time. In ad-
dition, the systemprovidesa methodfor addinga cpu to the
network device asa userspaceprocessthussimplifying proto-
typing,developingandtestingcomplex functionality.
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The focus of our work hasbeento provide a robust, low-
costenvironmentfor teachingthe implementationof network-
ing hardwarein relationto Internetinfrastructure.We areus-
ing bothNetFPGAandVNS in agraduatelevel projectscourse
in computernetworks in which studentsdevelopsophisticated
routersin hardware and software. All useof NetFPGAand
VNS canbedoneremotely. We arethusableto supportremote
coursesin network hardwaredesignandit is ourgoalto support
suchcoursesatotheruniversities.If youareinterestedin learn-
ing moreaboutNetFPGA,VNS or thecoursewe offer, please
visit thefollowing websitesor contactusdirectly by e-mail.

� NetFPGAWebsite:http://klamath.stanford.edu/NetFPGA/
� NetFPGA 2 Website:http://klamath.stanford.edu/nf2/
� VNS Website:http://yuba.stanford.edu/vns/
� CourseWebsite: http://yuba.stanford.edu/cs344 public/
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