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pa r ame t e r r e c omme nd e dma xi mum r a ng e

va lu e

maxi mumbri dge di ameter 7 bri dges

maxi mumbri dge transi t del ay 1. 0 sec 4. 0 sec

maxi mumBPDU transmi ss i on del ay 1. 0 sec 4. 0 sec

maxi mumMessage Age i ncrement 1. 0 sec 4. 0 sec

Bri dge Hel l o Ti me 2. 0 sec 1. 0 - 10. 0 sec
1 sec granul ar i ty

Bri dge Max Age 20. 0 sec 6. 0 - 40. 0 sec
1 sec granul ar i ty

Bri dge Forward Del ay 15. 0 sec 4. 0 - 30. 0 sec
1 sec granul ar i ty

mi ni mumHol d Ti me 1. 0 sec 1. 0 sec FIXEDval ue

Tabl e 6: Summary of Cal cul ated Parameter Val ues

� The max age i s the msg prop pl us the overest i mate that mi ght have
been made on a BPDUpacket .

� Recommended Val ue: max age = 20:0 sec

9. forward d

� 2� forward d =max msg age est +msg prop +lif e

� We compute twi ce the forward d s i nce the l i steni ng and l earni ng
port stages are each hal f the total t i me needed to transf er a port
f roma bl ocki ng state to a f orwardi ng state. Duri ng recon�gurat i on,
the Forward Del ay must wai t unt i l al l br i dges have recei ved the new
topol ogy i nf ormati on, and unti l al l f rames f orwarded under the ol d
topol ogy have expi red. (See Sect i on 4. 2. )

� Recommended Val ue: forward d =15 sec

These �nal cal cul at i ons are summari zed i n Tabl e 6. The maxi mumand range
of val ues as suggested i n the IEEE802. 1d Standard are al so shown.
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� l i f e =(di a�bt d) +mma d

� The mma d del ay i s i ncl uded f or the i ni t i al transmi ss i on.

� Recommended Val ue: l i f e � 7: 5 sec

3. max msg age inc

� The i ncrement cannot be l onger than the transi t t i me across the
bri dge, max msg age i nc � bt d. The recommended val ue sel ects
the worst case, when max msg age i nc =bt d.

� Recommended Val ue: max msg age i nc =1: 0 sec

4. max msg age est

� max msg age est =max msg age i nc �(di a� 1)

� Recommended Val ue: max msg age est =6

5. hell o t

� hel l o t =2�bpdu d

� There i s no purpose to transmi t BPDUs more f requent l y than bpdu d,
so hel l o t � bpdu d. However , the mul t i pl e 2 i s somewhat arbi trary
and onl y a suggested provi s i onal val ue.

� Recommended Val ue: hel l o t =2 sec

6. hold t

� hol d t =bpdu d.

� I f the hol d t i me were greated than bpdu d, then the message propa-
gat i on t i me woul d depend upon the hol d t i me i nstead of the BPDU
transmi ss i on t i me.

� Recommended Val ue: hol d t =1 sec

7. msg prop

� msg prop =(( l ost msgs +1)hel l o t ) +bpdu d�(di a�1)

� Thi s f ormul a represents the worst case t i me i t woul d take a BPDU
to travel across the l ongest part of the network, al l owi ng f or some
of the BPDUs to get l ost . Abri dge must wai t at l east thi s amount
of t i me bef ore t i mi ng out another br i dge node, so that i t does not
mi stakenl y t i meout a f unct i oni ng bri dge.

� Recommended Val ue: msg prop =14 sec

8. max age

� max age =msg prop +max msg age est
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Symbol Name De�ni ti on

d i a maxi mumbri dge di ameter Maxi mumnumber of br i dges
between any 2 end stat i ons i n
the bri dged network.

bt d maxi mumbri dge transi t del ay The maxi mumti me a data packet
can spends on a bri dge, f rom
begi nni ng of recept i on, unt i l
end of transmi ss i on.

b pd u d maxi mumBPDUtransmi ss i on The maxi mumti me a BPDUwai ts ,
del ay start i ng f romwhen i t i s ready to

transmi t , unt i l i t begi ns
transmi ss i on of the pendi ng BPDU.

mma d maxi mummedi a access del ay (network dependent)

l i f e maxi mumf rame l i f et i me The l ongest t i me i t shoul d
take a packet to reach i ts
dest i nat i on.

ms g t u Message Age Ti mer Granul ar i ty, or resol ut i on
t i me uni t of Message Age t i mer

max ms g a g e i ncmaxi mumMessage Age The maxi mumi ncrement to be
i ncrement added to previ ous msg age, when

sett i ng newBPDUmsg age �el d.

max ms g a g e e s tmaxi mummessage age Message age i s typi cal l y
est i mate overest i mated. Thi s sets max

on overest i mate.

h e l l o t Hel l o Ti me

h o l d t Hol d Ti me

l o s t ms g s number of consecut i vel y Assume probabi l i ty of l os i ng
l ost messages more than thi s number of

consecut i ve messages very l ow.

ms g p r o p maxi mummessage propagat i on Message propagat i on across
l ongest path i n network.

max a g e Max Age

f o r wa r d d Forward Del ay

Tabl e 5: Symbol De�ni t i ons
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4.6 Selection of Parameters Val ues f or Al gori thmPerf or-

mance

4.6. 1 De�ni ti ons of Spanning Tree Performance Parameters

We are pri mari l y i nterested i n cal cul at i ng anal yt i cal l y val ues f or the MaxAge
and ForwardDel ay parameters . I n order to do thi s , i t i s necessary to cal cul ate a
number of other parameters as wel l . The parameters used i n our cal cul at i ons are
l i sted i n Tabl e 5. Thi s sect i on descr i bes the method and rat i onal e f or cal cul at i ng
the recommended val ues f or al l of these parameters . De�ni t i ons are provi ded
( i n the tabl e) f or those whi ch may not be sel f expl anatory, or were not de�ned
i n Sect i on 4. 3.

4. 6. 2 Cal cul ati on of Spanning Tree Performance Parameters

I n thi s sect i on we expl ai n hownumeri cal val ues were chosen f or those parameters
i n Tabl e 5. Some of the val ues had to be assumed. IEEE recommends the
f ol l owi ng provi s i onal val ues :

� di a =7

� bt d =1 seconds

� mma d �0: 5 seconds

� l ost msgs =3

The l i st bel owpresents the f ol l owi ng i nf ormati on f or each of the parameters :
a f ormul a, a reason f or the f ormul a ( i f i t i s not obvi ous) , and the resul t i ng
numeri cal val ue. The numeri cal val ues are computed usi ng the above assumed
val ues and the others cal cul ated bel ow.

1. bpdu d

� bpdu d =bt d.

� The transmi ss i on del ay shoul d be l ess than the bri dge transi t del ay,
bpdu d � bt d. The recommended val ue sel ects the worst case, at

equal i ty.

� Recommended Val ue: bpdu d =1: 0 sec

2. l i fe
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The ti mer then begi ns to count up. Af ter the BPDU has been processed, a
newBPDUhas been generated, and i s ready to transmi t , then the newBPDU
Message Age �el d i s set equal to the current t i mer val ue pl us the est i mated
average transmi ss i on del ay. (Preci se cal cul at i on of the message age i ncrement,
added at each bri dge, i s gi ven i n Sect i on 4. 6. 2. )

TopologyChanges

Abri dge detects a f ai l ure when one of i ts port 's Message Age Ti mers expi res .
Thi s means that i t has not recei ved a BPDUwi thi n the maxi mumal l owabl e
amount of t i me. Upon detect i ng a topol ogy change, the bri dge sends a Topol ogy
Change Noti �cat i on (TCN) BPDUthrough i ts root port towards the root . Si nce
the BPDUi s transmi tted through the root port , i t i s sent on a LANtowards the
root . Thi s wi l l be pi cked up by the Desi gnated Bri dge f or that LAN. In other
words, a br i dge node not i �es i ts parent node i n the spanni ng tree. The parent
node must acknowl edge i ts chi l d node. The parent accompl i shes thi s by sendi ng
a regul ar BPDU, wi th the Topol ogy Change Acknowl edge Fl ag set , to the chi l d
node (through i ts Desi gnated Port) . The chi l d node sends the TCNBPDU
peri odi cal l y towards i ts parent node unti l i t recei ves the acknowl edgement. The
bri dge t i mer Topol ogy Change Noti �cat i on (TCN) Ti mer determi nes the per i od
between repeated transmi ss i ons of the TCNBPDU. Each parent node must
repeat thi s process sendi ng a TCNBPDUto i ts parent , unt i l the TCNBPDU
reaches the root of the tree. Not i ce that the TCNBPDU i s no more than a
ag to i ndi cate to other br i dges that some change has occurred. I t contai ns no
i nf ormati on as to WHEREor WHATthe change was.

Once the root has been not i �ed, i t i s then responsi bl e f or not i f yi ng al l the other
br i dges that a change occurred. Thi s i s accompl i shed by sett i ng the Topol ogy
Change Fl ag i n regul ar BPDUtransmi ss i ons. Thi s ag wi l l be set i n BPDUs f or
a per i od of t i me, determi ned by the bri dge t i mer Topol ogy Change Ti mer. Thi s
t i me per i od must be l ong enough to ensure that al l br i dges have been not i �ed of
the change. Si nce some BPDUs may get l ost , i t i s necessary to transmi t BPDUs
wi th thi s ag set repeatedl y. I f the root i tsel f i s down, then every bri dge wi l l

have detected the topol ogy change i tsel f af ter MaxNetworkDel ay.

Atopol ogy change can al so ar i se f roma recovery, not j ust a f ai l ure. Arecovery
ref ers to bri dges whi ch were down previ ousl y, and become f unct i onal and ready
to part i ci pate agai n i n the extended network. When a bri dge starts to f unct i on,
i t wi l l recei ve other BPDUs owi ng through the network. I f i t chooses to re-
spond to these BPDUs, i t may transmi t BPDUs whi ch contai n i nf ormati on that
supersedes another ports ' parameters ( f or exampl e, perhaps the newbri dge has
hi gher pr i or i ty to be Desi gnated Bri dge) . I f a br i dge recei ves a BPDUon one of
i ts ports , wi th i nf ormati on that supersedes i ts current state i nf ormati on, then
the recon�gurat i on process begi ns.
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root ports , then onl y one of themcan be chosen as desi gnated bri dge. Af ter
recevi ng a BPDUmessage on each of thei r root ports , they wi l l transmi t updated
BPDUmessages through those ports that are attached to the same LAN. The
bri dges wi l l pi ck up each others ' BPDUs through nonroot ports . I f one bri dge
sees that the other br i dge o�ers a l ower cost path to the root f or that LANthan
i tsel f , then i t wi l l al l owthe other br i dge to become desi gnated bri dge, and put
i ts port i n a bl ocki ng state. Recal l that even i f the port i s i n bl ocki ng state,
i t cont i nues to recei ve BPDUs. I t can cont i nual l y check that the other br i dge
st i l l o�ers a l ower cost path. I f the other br i dge f ai l s , then thi s br i dge wi l l try
to take over as desi gnated bri dge f or than LAN. The port whi ch connects the
Desi gnated Bri dge to i ts LANbecomes the Desi gnated Port . I f the bri dge has
mul t i pl e port connect i ons to the LAN, then the port wi th l owest port ID i s
sel ected.

Once al l the c u r r e nt Bri dge parameters have been determi ned, and al l the De s -
i g na t e d Port parameters have been determi ned f or each port , then the bri dge
can move i ts ports i nto thei r proper state.

4. 5. 2 Detecti onProcess

Compute Message Age

The Message Age �el d of a BPDUi s used to i ndi cate the approxi mate t i me a
speci �c BPDUhas been al i ve i n the network si nce i t was or i gi nal l y generated by
the root br i dge. The IEEE 802. 1d standard does not requi re a speci �c method
to be used to compute thi s age. Si nce thi s t i me e�ects the perf ormance of the
Al gor i thm(t i me to detect and t i me to recon�gure) , i t i s i mportant to be caref ul
not to underest i mate or overest i mate thi s t i me. The age shoul d be overest i mated
i n order to avoi d premature t i mi ng out of correct current i nf ormati on.

When the root i ni t i ates a BPDU, i t sets the Message Age �el d equal to 0. Each
bri dge f orwards the BPDUwi th updated val ues. Each bri dge shoul d i ncrement
the Message Age �el d by the approxi mate t i me i t takes a BPDUto travel one
hop (1 hop =1 LAN+1 BayBri dge) . We assume that the propagat i on t i me of
a BPDUon a si ngl e LANi s negl i gi bl e compared to the total t i me i t spends on a
si ngl e br i dge. Af ter n bri dges, the Message Age shoul d be approxi matel y equal
to the sumof the bri dge transi t del ays across each bri dge. The bri dge transi t
del ay i s composed of the al gor i thmprocess i ng t i me and the transmi ss i on t i me
( i ncl udes queuei ng del ays) . We can use the Message Age Ti mer to measure
the al gor i thmprocess i ng t i me. We use an average est i mate to measure the
transmi ss i on t i me.

When a bri dge recei ves a BPDUon i ts root port , i t sets the Message Age Ti mer
of that port equal to the val ue of the Message Age �el d i n the recei ved BPDU.
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l owest Root IDhas reached every bri dge, and al l br i dges shoul d be i n agreement
concerni ng whi ch bri dge i s the root br i dge.

Determine PathCost

Di stance to the Root i s computed as f ol l ows. The Root i s di stance 0 f romi tsel f ,
and cl ai ms 0 as the l ength of i ts path to the Root i n i ts transmi tted BPDU
Messages. When a bri dge recei ves a BPDUmessage, i t l ooks at the cost �el d i n
the BPDUmessage whi ch gi ves the cost f romthe root to the previ ous bri dge.
Nowthe bri dge must add the i ncremental cost of gett i ng f romi t to the previ ous
bri dge. Asi mpl e techni que woul d be si mpl y to add 1 each t i me to the cost ; thi s
woul d represent the hop count. The Spanni ng Tree Protocol adds a l i nk cost
whi ch i s de�ned to be 1 over the speed of the l i nk. Hence hi gher speed l i nks
have l ower cost . Havi ng computed the cost of the path f romthe root to thi s
current bri dge, the bri dge nowf orwards the packet on i ts desi gnated ports . The
bri dge sets the BPDURoot Path Cost �el d : =Root Port ' s Desi gnated Cost
parameter . The next bri dges to recei ve these BPDUmessages wi l l repeat the
process .

Sel ect Root Port

Each port has a Desi gnated Cost parameter whi ch speci �es the cost to the
root through that port . The root port i s sel ected as the port wi th the l owest
cost est i mate (Desi gnated Cost) to the root . The Desi gnated Cost parameter
at a port i s updated when a BPDUi s recei ved on that port . I t i s updated by
addi ng the Path Cost parameter of that port to the Root Path Cost val ue i n the
recei ved BPDU. Si nce ports on a si ngl e br i dge, may be connected to di �erent
speed l i nks, each port may have di �erent i ncremental path costs . Hence each
port must keep track of i ts own path cost . I f an update cause the Desi gnated
Cost of one port to become l ower than the root port ' s , then the newport wi l l
take over as root port .

Once the Root bri dge and Root port have been sel ected then al l of the other
c u r r e nt Bri dge parameters can i mmedi atel y be set , f romBPDUs arr i vi ng on the
root port .

IF bridge = root

THEN current Max Age = Bridge Max Age

current Hello Time = Bridge Hello Time

current Forward Delay = Bridge Forward Delay

ELSE current Max Age = BPDU Max Age

current Hello Time = BPDU Hello Time

current Forward Delay = BPDU Forward Delay

Sel ect Desi gnatedBridge andDesi gnatedPort

I f two bri dges are attached to the same LANthrough ports whi ch are not thei r
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{ Topol ogy Change Acknowl edge Fl ag : =1 i f BPDUgenerated i n re-
sponse to a TNBPDU.

� Root ID: =Bri dge parameter : Root ID.

� Root Path Cost : =Bri dge parameter : Root Path Cost .

� Bri dge ID: =Bri dge parameter br i dge i d.

� Port ID: =IDof port through whi ch about to transmi t .

� Message Age : =val ue of Message Age Ti mer on root port +est i mated
transmi ss i on del ay.

� Max Age : =Bri dge parameter : current Max Age.

� Hel l o Ti me : =Bri dge parameter : current Hel l o Ti me.

� Forward Del ay : =Bri dge parameter : current Forward Del ay

4. 5 Al gori thm

The Spanni ng Tree Al gor i thmcan be vi ewed as compri s i ng two pri mary tasks,
detecti on and con�gurati on. The detect i on process must detect topol ogy
changes. These changes can be due ei ther to f ai l ures or to recover i es (eg: br i dges
whi ch become operat i onal agai n af ter a f ai l ure) . Network con�gurat i on takes
pl ace duri ng i ni t i al i zat i on and recon�gurat i on occurs af ter a topol ogy change.
However these two processes (con�gurat i on and recon�gurat i on) are essent i al l y
the same and we do not need to di st i ngui sh between them. Fi rst we di scuss
the deci s i ons to be made duri ng the con�gurat i on process . Then we di scuss the
techni que used i n the detect i on process .

4. 5. 1 Con�gurati onProcess

Sel ect Root

I ni t i al l y, when there i s no root , each bri dge i tsel f tr i es to become root . Each
bri dge transmi ts BPDUs on each of i ts ports , and sets i ts current Root ID
parameter equal to i ts own Bri dge ID. When i t recei ves another BPDUon one
of i ts ports , i t compares the Root IDi n the BPDUmessage wi th i ts current Root
IDparameter . I f the Root ID i n the BPDU i s l ess than the current Root ID
parameter , the the Root IDparameter i s set equal to thi s l ower Root ID. Thi s
means the bri dge gi ves up the rol e as the root , and al l ows the hi gher pr i or i ty
bri dge to become root . Thi s process of updat i ng the current Root IDparameter ,
cont i nues unt i l no more changes occur at any of the bri dges. At thi s poi nt the
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and are used to ensure gl obal uni queness . I f two bri dge i dent i �ers are
compared, the l esser number shal l denote the bri dge of hi gher pr i or i ty.

8. Port Identi�er: Thi s i s a two octet �el d. The val ue i s encoded as an
unsi gned bi nary number. The l east s i gni �cant octet i s the port number
as der i ved f romthe hardware. The most s i gni �cant octet can be set by
management and thus al l ows the rel at i ve pri or i ty of the ports to be con-
trol l ed. I f two port i dent i f ers are compare, the l esser number shal l denote
the port of hi gher pr i or i ty.

9. Message Age: Thi s i s a two octet �el d. The val ue i s encoded as an
unsi gned bi nary number. Thi s �el d gi ves the age of the BPDUf romwhen
i t was or i gi nal l y generate by the root .

10. MaxAge: Thi s i s a two octet �el d. The val ue i s encoded as an unsi gned
bi nary number. The �el d speci �es the Maxi mumAge that a BPDU i s
al l owed to reach. I f i t becomes ol der than MaxAge, then the BPDU
i nf ormati on i s di sgarded. The val ue i s determi ned by the current root .
MaxAge =current Root ' s Bri dge MaxAge parameter . The parameter i s
di str i buted throughout the network to ensure that each bri dge uses a con-
s i stent val ue f or i ts current MaxAge parameter . (Al l message age t i mer
t i meout accordi ng to same val ue. )

11. Hel l o Time: Thi s i s a two octet �el d. The val ue i s encoded as an un-
s i gned bi nary number. The �el d speci �es the t i me i nterval between the
generat i on of Con�gurat i on BPDUs by the root .

12. Forward Delay: Thi s i s a two octet �el d. The val ue i s encoded as
an unsi gned bi nary number. The �el d tel l s a br i dge whi ch val ue to use
f or current Forward Del ay parameter and i ts Forward Del ay Ti mer. The
parameter i s di str i buted throughout the bri dges to ensure that each bri dge
uses a consi stent val ue f or the Forward Del ay Ti mer, when transf err i ng
the state of a port to the f orwardi ng state.

When a bri dge generates a BPDU, i t wi l l encode the �el ds, as f ol l ows, accordi ng
to the i nf ormati on mai ntai ned at that bri dge.

� Protocol ID: =0000 0000 0000 0000.

� Protocol Vers i on ID: =0000 0000.

� BPDUType : =0000 (Con�gurat i on BPDU) or 0001 (TCNBPDU).

� Fl ags:

{ Topol ogy Change Fl ag : =TCag i n most recent l y recei ved BPDU.
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Protocol   Protocol    BPDU    Flags   Root    Root    Bridge    Port    Message   Max     Hello   Forward  

     ID       Version     type                     ID      Path       ID         ID         Age         Age     Time      Delay
                     ID                                                Cost

(2)             (1)           (1)         (1)       (8)      (4)        (8)        (2)         (2)          (2)       (2)         (2)

(N) : N = number of octets
Fi gure 12: Con�gurat i on BPDUf ormat and parameters

(a) TopologyChange Flag: Thi s ag i s encoded i n bi t 1 of Octet 5 of
the BPDU. The ag i s set when the bi t takes the val ue 1.

(b) Topology Change Acknowledge Flag: Thi s ag i s encoded i n
bi t 8 of Octet 5 of the BPDU. The ag i s set when the bi t takes the
val ue 1.

(c) Bi t posi t i ons i n the Fl ag �el d whi ch are not used by the protocol are
reset , and wi l l retai n the val ue 0.

5. Root Identi�er: Thi s i s an ei ght octet �el d. The bri dge transmi tt i ng
the Con�gurat i on BPDU�l l s i n thi s �el d wi th the uni que bri dge IDof the
bri dge i t bel i eves to be the current root .

6. Root PathCost: Thi s i s a f our octet �el d. Thi s �el d speci �es the cost
of the path f romthe transmi tt i ng bri dge to the root br i dge. The val ue i s
encoded as an unsi gned bi nary number. The IEEEStandard requi res thi s
�el d to take val ues i n the range 1 - 65535, wi th the val ue of 1 bei ng an
absol ute mi ni mum.

7. Bridge Identi�er: Thi s i s an 8 octet �el d. The val ue i s encoded as
an unsi gned bi nary number. The two most s i gni �cant octets can be set
by management, and thus al l ows the rel at i ve pri or i ty of br i dges to be
control l ed. The l east s i gni �cant s i x octets are equi val ent to the IEEE48-
bi t f ormat MACaddress . These are Uni versal l y admi ni stered addresses ,
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1. Message Age Timer: Thi s t i mer i s used to measure the age of a BPDU
recei ved on the associ ated port . I f the t i mer exceeds the val ue of MaxAge,
then the BPDUi nf ormati on i s di scarded. Thi s t i mer i s al so used to detect
topol ogy changes.

2. ForwardDelay Timer: Thi s t i mer determi nes the t i me a port spends
i n the Li steni ng and Learni ng states .

3. Hold Timer: Thi s t i mer ensure that the Con�gurat i on BPDUs are not
transmi tted too f requent l y through a bri dge port .

4. 4 BPDU Message Format

The i ni t i al two octets of al l types of BPDUs speci f y the Protocol I dent i �er .
The IEEE802. 1d Standard [ 2] has reserved one val ue f or the Protocol I dent i �er
whi ch i s used to speci f y the Local Spanni ng Tree Protocol . When thi s val ue i s
used, the f ol l owi ng BPDUmessage f ormat (see Fi gure 12) must be adhered to.
These parameters are essent i al to the operat i on of the protocol . The Standard
pl aces no restr i ct i ons on message f ormats f or other Protocol I dent i �er val ues .

There are two types of BPDUs: the Con�gurat i on BPDU and the Topol ogy
Change Noti �cat i on BPDU. The parameters of each BPDU are determi ned
by the BPDUtype. The Topol ogy Change Noti �cat i on BPDU(TCNBPDU)
consi sts of onl y 4 octets . These are the same octets as the �rst 4 octets of
the Con�gurat i on BPDU. These f our octets di �er onl y i n the 4th octet , whi ch
speci �es the BPDUtype. The f ormat of the Con�gurat i on BPDU i s gi ven i n
Fi gure 12.

1. Protocol Identi�er: Thi s i s a two octet �el d whi ch i dent i �es the speci �c
protocol f or whi ch the BPDUs are to be used. The val ue of thi s �el d i s
determi ned by the Standards commi ttees . The val ue 0000 0000 0000 0000
i dent i �es the Spanni ng Tree Al gor i thmand Protocol .

2. Protocol Versi on Identi�er: Thi s i s a one octet �el d whi ch i dent i �es
the part i cul ar vers i on of a protocol f or hwi ch the BPDUs are to be used.
Thi s vers i on i dent i �er shoul d be speci �ed as an unsi gned bi nary number.
The IEEE802. 1d Standard requi res the val ue 0000 0000 f or thi s �el d.

3. BPDU Type: Thi s i s a one octet �el d. The val ue 0000 0000 denotes a
Con�gurat i on BPDU. The val ue 0000 0001 denotes a Topol ogy Noti �ca-
t i on BPDU.

4. Fl a g s :
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3. TopologyChangeTimer: Thi s t i mer determi nes the t i me per i od duri ng
whi chBPDUs are transmi tted, wi th the Topol ogyChange FLAGset . Thi s
i s used onl y when the bri dge i s root .

Port Parameters

1. Port ID: The port IDof the associ ated bri dge port .

2. Port State: The current state of the port ( i . e. di sabl ed, bl ocked, l i sten-
i ng, l earni ng, f orwardi ng) .

3. PathCost: The path cost i s the contr i but i on, of the i mmedi ate l i nk, to
the total cost to the root , IF thi s port were the root port .

Pat h cost =
1000

At t ached LAN speed Mbps

4. Desi gnatedRoot: Equal to Root IDi n BPDUrecei ved f romthe desi g-
nated bri dge f romthe LANto whi ch thi s port i s attached.

5. Desi gnatedCost: Cost of path to root through desi gnated port of LAN
to whi ch thi s port i s attached.

6. Desi gnatedBridge: Bri dge IDof the desi gnated bri dge f or the LANto
whi ch thi s port i s attached.

7. Desi gnatedPort: Port IDof the desi gnated port f or the LANto whi ch
thi s port i s attached.

8. Topology Change Acknowledge FLAG: I f the ag i s set , then the
Topol ogyChange Acknowl edge FLAGi n transmi tted BPDUs must be set .
Thi s ag wi l l be set i f the port recei ves a Topol ogy Noti �cat i on BPDU.

9. Con�gurati onPendingFLAG: Abool ean parameter set to record that
a Con�gurat i on BPDUshoul d be transmi tted on expi ry of the Hol d Ti mer
f or the associ ated Port . Thi s parameter i s used, i n conj unct i on wi th the
Hol d Ti mer f or the Port , to ensure that Con�gurat i on BPDUs are not
transmi tted too f requent l y.

I f a port i s NOTthe desi gnated port f or a gi ven LAN(i t i s ei ther a root port or
a bl ocked port) , then the Desi gnated Root , Cost , Bri dge and Port parameters
correspond to i nf ormati on on another br i dge; speci �cal l y the bri dge whi ch i s
the desi gnated bri dge f or the LANto whi ch the port i s attached.

Port Timers
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f orwardi ng state; the val ue used f or the agei ng t i mer of the dynami c entr i es
i n the �l ter i ng tabl e duri ng a topol ogy update.

7. Bridge ID: The uni que bri dge i dent i �er of the bri dge. The i dent i �er i s 8
octets i n l ength. The l east s i gni �cant 6 octets are dervi ed f romthe MAC
address ; the 2 most s i gni �cant octets used to set pr i or i t i es . (See BPDU
Format Sect i on 4. 4. )

8. Bridge Max Age: The val ue of the Max Age parameter , to be used by
al l br i dges, when thi s br i dge i s the root .

9. Bridge Hel l o Timer: The val ue of the Hel l o Ti mer parameter , to be
used by al l br i dges, when thi s br i dge i s the root .

10. Bridge ForwardDelay: The val ue of the Forward Del ay parameter , to
be used by al l br i dges, when thi s br i dge i s root .

11. TopologyChange DetectedFLAG: Abool ean parameter whi ch i s set
equal to true when thi s br i dge has detected a topol ogy change. The root
br i dge must then be i nf ormed of thi s change.

12. Topology Change FLAG: Thi s bool ean ag i s set to true when the
bri dge i s not i �ed of a topol ogy change. Thi s ag i s set equal to the Topol -
ogy Change ag i n the recei ved Con�gurat i on BPDU.

13. TopologyChangeTIME: I f the bri dge i s the root , then thi s speci �es the
t i me per i od duri ng whi ch Con�gurat i on BPDUs are transmi tted wi th the
Topol ogy Change FLAGset . Topol ogy Change TIME: =Bri dge MaxAge
+Bri dge Forward Del ay.

14. Hold Time: The mi ni mumti me per i od between transmi ss i ons of two
consecut i ve BPDUs through a gi ven port . No more than two BPDUs can
be transmi tted i n a Hol d Ti me per i od.

Bridge Timers

1. Hel l o Timer: I f the bri dge i s root , then thi s t i mer determi nes the f re-
quency of transmi ss i on of BPDUs.

2. Topology Change Noti�cati on Timer: Thi s t i mer determi nes the
f requency of transmi ss i on of TN BPDUs to the Desi gnated Bri dge on
the LAN to whi ch thi s br i dge' s root port i s attached. TNBPDU' s are
repeatedl y sent to the Desi gnated Bri dge unt i l i t responds by sendi ng a
BPDUwi th the Topol ogy Change Acknowl edge FLAGset . Thi s i s used
onl y when the bri dge i s not root .
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3 Port Timers Ti me o u t v a l u e o f t i me r

Message Age Ti mer current Max Age parameter

Forward Del ay Ti mer current Forward Del ay parameter

Hol d Ti mer Hol d Ti me parameter

Tabl e 4: Port Ti mers

4. 3. 2 De�ni ti ons of Parameters and Timers

I n thi s sect i on we de�ne the bri dge parameters , br i dge t i mers , port parameters
and port t i mers l i sted i n the tabl es above. Addi t i onal l y, the usage or method
of computat i on i s provi ded, when appropri ate,

Bridge Parameters

1. current Root ID: The Bri dge IDof the current root br i dge.

2. current Root PathCost: The cost of the path f romthi s br i dge to the
root , through the current root port . I f the bri dge i s the root , then thi s
parameter i s zero. Otherwi se, Root Path Cost : =Root port ' s Desi gnated
Cost parameter +Root port ' s Path Cost parameter .

3. current Root Port: The port IDof the port whi ch o�ers the l owest cost
path to the Root . The cost to the root through a gi ven port i s equal to the
port ' s De s i g na t e d Co s t parameter pl us the port ' s Pa t h Co s t parameter .

4. current Max Age: The current Max Age parameter : = current Root
Bri dge' s Bri dge Max Age parameter . I f the protocol i nf ormati on exceeds
thi s age, then i t i s regarded as i nval i d. The protocol i nf ormati on ref ers
to those bri dge and port parameters whi ch are dynami cal l y set by the
protocol ( i . e. current i nf ormati on, see Tabl es) . The age of thi s protocol
i nf ormati on i s computed usi ng the Message Age Ti mer at each port .

5. current Hel l o Time: The current Hel l o Ti mer : =current Root Bri dge' s
Bri dge Hel l o Ti me. I f the bri dge i s root , the Hel l o Ti me speci �es the t i me
i nterval between per i odi c transmi ss i ons of Con�gurat i on BPDUs.

6. current ForwardDelay: The current Forward Del ay : =current Root
Bri dge' s Bri dge Forward Del ay parameter . I t speci �es the t i meout val ue
to be used by the bri dge' s f orward del ay t i mer. The f orward del ay t i mer
i s used f or 3 thi ngs: the t i me a port spends i n the l i steni ng state, whi l e
movi ng f romthe bl ocki ng state to the l earni ng state; the t i me a port
spends i n the l earni ng state whi l e movi ng f romthe l i steni ng state to the
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3 Bridge Timers Us e d o nl y Us e d o nl y Ti me o u t v a l u e

wh e n b r i d g ewh e n b r i d g es e t e qua l t o

I S r oo t i s NOT r oo t

Hel l o Ti mer * current Hel l o TIME
(bri dge parameter)

Topol ogy Change Ti mer * Topol ogy Change TIME
(bri dge parameter)

Topol ogy Change Noti �cat i on Ti mer * current Hel l o TIME
(bri dge parameter)

Tabl e 2: Bri dge Ti mers

9 Port Parameters Se t b y Se t d y nami c a l l yCo nv e y e d

Mana g e me nt b y Pr o t o c o l i n BPDU

Port ID * *

Port State *

Path Cost * (onl y i f port i s
des i gnated port)

Desi gnated Root * *

Desi gnated Cost *

Desi gnated Bri dge *

Desi gnated Port *

Topol ogy Change Acknowl edge FLAG * *

Con�gurat i on Pendi ng FLAG *

Tabl e 3: Port Parameters

MaxAge parameter =B1' s Bri dge MaxAge parameter . Moreover , al l the bri dges
i n the network wi l l have thei r current MaxAge parameter set equal to B1' s
Bri dge MaxAge parameter . The root br i dge transmi ts i ts Bri dge Max Age,
Bri dge Hel l o Ti me and Bri dge Forward Del ay parameters i n the BPDU, and al l
the other br i dges set thei r c u r r e nt parameters accordi ng to the correspondi ng
val ue i n the BPDUs.

In Tabl es 2 and 4 the t i meout val ues f or the bri dge and port t i mers are der i ved
f romBri dge parameters . I n Tabl e 3 the �rst three port parameters gi ve i nf or-
mati on about the port i tsel f . The next f our parameters gi ve i nf ormati on about
the LANto whi ch the port i s attached. The l ast two parameters are bool ean
ags. Si nce the BayBri dge i s a dual port br i dge, two sets of port parameters and
t i mers are kept at each BayBri dge.
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14 Bridge Parameters Se t b y Se t d y nami c a l l yUs e d o nl ywh e n Conv e y e d

Mana g e me nt b y Pr o t o c o l b r i d g e i s Roo ti n BPDU

current Root ID * *

current Root Path Cost * *

current Root Port *

current Max Age * *

current Hel l o Ti me * *

current Forward Del ay * *

Bri dge ID * *

Bri dge Max Age * * ( i f root)

Bri dge Hel l o Ti me * * ( i f root)

Bri dge Forward Del ay * * ( i f root)

Topol ogy Change detected FLAG * *

Topol ogy Change FLAG * *

Topol ogy Change TIME * *

Hol d TIME *

Tabl e 1: Bri dge Parameters

to expi re, bef ore f orwardi ng new f rames. The preci se cal cul at i on of the For-
wardDelay parameter (t i me spent i n each of the i ntermedi ate states) , whi ch
i s a f unct i on of the maxi mumnetwork del ay and maxi mumf rame l i f et i me, i s
carr i ed out i n Sect i on 4. 6. 2.

4. 3 Inf ormati on mai ntai ned at each Bri dge node

4. 3. 1 Informati onClassi�cati on

Tabl es 1, 2, 3, and 4 l i st the Bri dge Parameters , Bri dge Ti mers, Port Param-
eters , and Port Ti mers. These tabl es gi ve cl ass i �cat i on i nf ormati on about the
parameters . They showcommonal i ty i n the types of parameters and al so out l i ne
some of thei r di �erences . For exampl e, some parameters are used to mai ntai n
c u r r e nt topol ogy i nf ormati on. Others are used onl y when the bri dge i s act i ng
as the root br i dge. Some of these parameters are set by management and are
stat i c. Other parameters change dynami cal l y duri ng the operat i on of the pro-
tocol . Another di �erence i n the types of parameters , i s that some of themneed
to be conveyed i n the BPDUs, and others do not .

The thi rd col umn of Tabl e 1 shows whi ch parameters are used onl y when the
bri dge i s the root . The c u r r e nt parameters are, of course, al ways used, whether
the bri dge i s root or not . However , i f br i dge B1 i s the root , then i ts current

Revision: 1:0 Bridge Protocol Speci�cation



Ba y Br i d g e 2 2

(a) BPDUs shal l be recei ved and processed as usual . BPDU' s are sub-
mi tted f or transmi ss i on.

(b) The Learni ng Process i s act i ve. Thus thi s process DOES add stat i on
l ocat i on i nf ormati on i nto the Fi l ter i ng Database.

(c) The Forwardi ng Process i s bl ocked. Recei ved f rames are di scarded
and not f orwarded on any port .

4. Forwarding:

(a) BPDUs shal l be recei ved and processed as usual . BPDU' s are sub-
mi tted f or transmi ss i on.

(b) The Learni ng Process i s act i ve. Thus thi s process DOES add stat i on
l ocat i on i nf ormati on i nto the Fi l ter i ng Database.

(c) The Forwardi ng Process i s act i ve. Recei ved f rames are processed and
f orwarded accordi ng to the i nf ormati on i n the Fi l ter i ng Database.

We nowexpl ai n the need f or the two i ntermedi ate states , the \l i steni ng" and
\l earni ng" states . Si nce there are propagat i on del ays i n pass i ng protocol i nf or-
mati on throughout the bri dged network, the bri dges l earn of topol ogy changes at
di �erent t i mes. They al so l earn the newtopol ogy at di �erent t i mes, and change
thei r port states asynchronousl y as wel l . Because there i s no synchroni zat i on
between bri dges duri ng recon�gurat i on, there cannot be a sharp transi t i on f rom
one act i ve topol ogy to another . Sharp transi t i ons coul d l ead to a number of
undesi rabl e s i tuat i ons. Temporary tree part i t i ons coul d f orm, and temporary
l oops coul d f orm. In order to avoi d temporary tree part i t i ons, we must wai t
l ong enough to be sure that al l br i dges have l earned the new topol ogy bef ore
changi ng port states . I n order to avoi d l oops, al l f orwardi ng ports - whi ch are to
be turned o� i n the newtopol ogy - must be turned o� bef ore any bl ocked ports
- whi ch are to be turned on i n the new topol ogy - are actual l y turned on [ 5] .
I n the worst case, two nodes can l earn the new topol ogy wi thi n a wi ndowof
MaxNetworkDel ay t i me. As soon as one bri dge l earns the newtopol ogy, i t turns
o� any previ ousl y f orwardi ng ports whi ch are to be bl ocked i n the newtopol ogy.
However i t must wai t MaxNetworkDel ay t i me f or the other nodes to l earn the
newtopol ogy and turn o� thei r f orwardi ng ports i f necessary. Then the bri dge
can move ports i nto a f orwardi ng state. Thi s wai t i ng per i od i s i mpl emented i n
two stages: a \l i steni ng" stage and a \l earni ng" stage. A port spends 1/2 *
MaxNetworkDel ay t i me i n each state. The transi t i on f rom\bl ocki ng" to \f or-
wardi ng" i s separated i nto two stages f or the f ol l owi ng reason. Duri ng the �rst
stage, ol d i nf ormati on i n the �l ter i ng tabl es i s t i med out . Duri ng the second
stage, new i nf ormati on i s l earned i n order to mi ni mi se the i ni t i al oodi ng that
woul d occur under a new topol ogy. Duri ng the recon�gurat i on we al so want
to wai t f or the f rame l i f et i me of any f rames f orwarded usi ng the ol d topol ogy
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rcv BPDU
xmt BPDU
no learning
no forwarding

LISTENING

rcv BPDU
no xmt BPDU
no learning
no forwarding

BLOCKING

rcv BPDU
xmt BPDU
learning
forwarding

FORWARDING

rcv BPDU
xmt BPDU
learning
no forwarding

LEARNING

(1)
(3)

(2)

(2)

(3)

(3)

(1) Algorithm selects as Designated Port or Root Port
(2) Expiry of Forward Delay Timer
(3) Algorithm selects as not Designated Port or Root Port

Fi gure 11: Port States
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BPDUs to each other i n order to share some of thi s i nf ormati on. Each t i me a
BPDU i s recei ved on a port , some of that port ' s parameters and t i mers , and
some of the bri dge' s parameters and t i mers , may be updated. Sect i on 4. 2 de-
scr i bes i n detai l the di �erent Port States . Sect i on 4. 3 de�nes and categor i zes al l
of the i nf ormati onmai ntai ned at a bri dge node. Sect i on 4. 4 de�nes the contents
of a BPDUmessage, and expl ai ns hownewBPDUs are generated f rombri dge
i nf ormati on.

4. 2 Port States

I n the spanni ng tree protocol a port can be i n one of f our states : bl ocked,
l i steni ng, l earni ng, or f orwardi ng. Aport stays i n both the \l i steni ng" state and
the \l earni ng" state f or a �xed about of t i me. The amount of t i me i s determi ned
by the ForwardDelay parameter , and i s the same f or both states . When a
port enters the l i steni ng state, a f orward del ay t i mer i s i ni t i al i zed. When the
t i mer expi res , the port moves i nto the l earni ng state and the t i mer i s i ni t i al i zed
agai n. Af ter the next t i mer expi ry, the port moves i nto the f orwardi ng state.
Fi gure 11 shows these f our states , the events that cause a port to move f rom
one state to another , and the process i ng act i vi es of each state. The f ol l owi ng
l i st speci �es i n more detai l whi ch processes are enabl ed and di sabl ed f or a port
i n a gi ven state.

1. Blocked:

(a) BPDUs shal l be recei ved and processed as usual . Note that BPDU' s
are not resubmi tted f or transmi ss i on.

(b) The Learni ng Process i s bl ocked. Thus thi s process does NOTadd
stat i on l ocat i on i nf ormati on i nto the Fi l ter i ng Database.

(c) The Forwardi ng Process i s bl ocked. Recei ved f rames are di scarded
and not f orwarded on any port .

2. Li stening:

(a) BPDUs shal l be recei ved and processed as usual . BPDU' s are sub-
mi tted f or transmi ss i on.

(b) The Learni ng Process i s bl ocked. Thus thi s process does NOTadd
stat i on l ocat i on i nf ormati on i nto the Fi l ter i ng Database.

(c) The Forwardi ng Process i s bl ocked. Recei ved f rames are di scarded
and not f orwarded on any port .

3. Learning:
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Fi gure 10: Sampl e Network af ter B1 f ai l ure
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Af ter a bri dge detects a topol ogy change, i t must not i f y the root . The root then
i n turn not i �es al l the other br i dges. Once al l the bri dges have been not i �ed,
the recon�gurat i on process begi ns. Most of the topol ogy changes that occur
duri ng the recon�gurat i on process are l i kel y to occur near the l ocat i on where
the f ai l ure took pl ace. Bri dges l ocated f ar f romthe f ai l ure may not exper i ence
much of a topol ogy change at al l . The recon�gurat i on process i nvol ves s i x tasks.

1. Sel ect Root Bri dge

2. Sel ect Root Port on each Bri dge

3. Sel ect Desi gnated Bri dge f or each LAN

4. Sel ect Desi gnated Port on each Desi gnated Bri dge

5. Change Port States

6. Cl ean up Fi l ter i ng Tabl es

Si nce new routes are computed f or the spanni ng tree, around the f ai l ed com-
ponent , i t i s al so necessary to compute new routes f or packets . Theref ore, the
agei ng t i mer i n the �l ter i ng tabl es i s set to a smal l val ue, so entr i es are aged
out more qui ckl y.

Consi der agai n the sampl e network i n Fi gure 8. I f , f or exampl e, B2 were to
f ai l , then B3 woul d take over as Desi gnated Bri dge f or LAN L3. Hence the
bl ocked port on B3 woul d nowbecome a desi gnated port . As another exampl e,
suppose the root br i dge B1 were to f ai l . B2 woul d become the next root br i dge.
Fi gure 10 shows the state of al l the ports af ter thi s topol ogy change. NowB6
needs to sel ect the root port based on port IDbecause the path cost i n hops i s
the same through both of i ts ports .

Algori thmImplementati on

The Spanni ng Tree Al gor i thmrequi res the f ol l owi ng f eatures i n i ts i mpl emen-
tat i on. Every bri dge, or node, runs an i dent i cal vers i on of the al gor i thm. Each
bri dge mai ntai ns a set of var i abl es or parameters f or i ts i nf ormati on. Thi s i n-
f ormati on descr i bes the bri dge' s current understandi ng of the topol ogy of the
system. I t does not contai n a compl ete descr i pt i on of the topol ogy, but rather
j ust i nf ormati on on the root , the bri dges' rel at i on to the root (di stance or cost) ,
and topol ogy i nf ormati on near the bri dge ( i . e. i t s rel at i ons to i ts nei ghbori ng
bri dges and LANs). I n order to i mpl ement the Spanni ng Tree Al gor i thm, a
bri dge needs two types of parameters and t i mers . Bridge parameters and

timers are gl obal parameters , whereas Port parameters and timers can be
consi dered l ocal parameters . There i s one set of br i dge parameters per node.
There i s one set of port parameters per port on a node. The bri dges transmi t
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Fi gure 9: Di rect i ons of BPDUand Data tra�c ow
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BPDUs

The BPDU messages contai n, f or exampl e, i nf ormati on about whi ch bri dge
i s bel i eved to be the root , how f ar away the root br i dge i s , br i dge i d of the
transmi tt i ng bri dge, and i nf ormati on on howol d the BPDU i s bel i eved to be
(message age) . These BPDUs are transmi tted around the spanni ng tree as
f ol l ows. The root br i dge per i odi cal l y transmi ts a BPDU every \Hel l o Ti me"
seconds (typi cal l y 1- 4 seconds) . Other br i dges onl y broadcast a BPDU on a
l i nk i f they are Desi gnated Bri dge on that LAN. When a bri dge recei ves a
BPDUon i ts root port , i t updates some of the �el ds (eg: message age) , and
transmi ts a copy of the BPDUon each of i ts des i gnated ports . So the BPDU
starts at the root and i s propagated down the tree unt i l al l br i dges have recei ved
i t . Si nce there i s exact l y one Desi gnated Bri dge on a LAN, there wi l l be exact l y
one BPDUmessage transmi tted on a si ngl e l i nk at a gi ven t i me duri ng steady
state operat i on.

Tra�c Flow

The spanni ng tree a�ects the owof tra�c i n the f ol l owi ng sense. The exampl e
i n Fi gure 9 i s der i ved f romthe Sampl e Network shown i n Fi gure 8. BPDUs are
i ni t i ated by the Root and owonl y downwards al ong the tree. Data packets
owboth up and down the tree, but al ways al ong the tree l i nks. Thi s exampl e
shows that the tra�c owi ng through the root br i dge i s l i kel y to be heavi er
than the tra�c owi ng through other br i dges. Thi s exampl e al so shows that
the Spanni ng Tree Al gor i thmmay not choose opt i mal paths. For exampl e, a
packet goi ng f romhost w to host x woul d have to ow through 3 LANs and
4 bri dges to reach i ts dest i nat i on. I t woul d be shorter , agai n assumi ng a hop
count measurement, to s i mpl y cross B7 (see Fi gure 8) . The reason the Spanni ng
Tree Al gor i thmdoesn' t al ways choose opt i mal paths, i s because the pri or i t i es
used f or sel ect i ng roots and desi gnated bri dges are the bri dge IDs. These are
ass i gned arbi trar i l y by management, wi thout regard to tra�c ow, congest i on,
etc.

TopologyChanges

Topol ogy changes are caused by bri dge or l i nk f ai l ures . Abri dge can ei ther b e

no t i �e d of a topol ogy change, or d e t e c t a topol ogy change. Abri dge i s not i �ed
of a topol ogy change when the appropri ate ags are set i n BPDUs. Abri dge
detects a topol ogy change as f ol l ows. Normal l y, br i dges recei ve BPDUs on
thei r root ports and bl ocked ports . BPDUs recei ved on bl ocked ports , are
processed but not responded to. BPDUs recei ved on root ports usual l y resul t
i n another BPDUbei ng transmi tted on desi gnated ports . BPDUs owthrough
the spanni ng tree on a per i odi c basi s , and every bri dge knows the per i od. Thus
i f a br i dge does not recei ve a BPDUon a port i t expects to, wi thi n a �xed t i me
per i od, then i t assumes there has been a topol ogy change. Thi s i s i mpl emented
as a t i mer expi ry.
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Fi gure 8: Sampl e Network af ter Spanni ng Tree Al gor i thmconverges

f orwardi ng of data packets , are put i n a \bl ocki ng" state. There are a total
of f our poss i bl e states a port can be i n. The \l i steni ng" and \l earni ng" states
are used when a port i s bei ng transf erred f romthe \bl ocki ng" state to the
\f orwardi ng" state. Thi s i s expl ai ned f urther i n Sect i ons 4. 2 and 4. 5.

Example

Fi gure 8 shows the state of a sampl e network af ter the Spanni ng Tree Al gor i thm
has �ni shed. Bri dge 1 i s the root because i t has the l owest ID. Each of i ts ports
are desi gnated ports . B4 i s not needed si nce B1 al so connects L1 to L2 and
has a l ower ID. So both ports on B4 are bl ocked. The root ports , des i gnated
ports and bl ocked ports of each bri dge are marked on the Fi gure. I f we count
path cost i n number of hops, then both B2 and B3 o�er the same path cost to
the root f or L3. However B2 i s chosen as the desi gnated bri dge si nce i t has a
l ower bri dge ID. Si mi l ary, both B5 and B7 o�er the same path cost f or L5 to
the root . Agai n B5 i s chosen as the desi gnated bri dge because i t has a l ower
ID. (B3 overr i des B6 as the desi gnated bri dge f or L4 f or the same reason. )
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Fi gure 7: Packet Loopi ng and Dupl i cat i on

root br i dge. Each bri dge i s ass i gned a pri or i a uni que bri dge ID. The bri dge
wi th the l owest IDnumber has the hi ghest pr i or i ty. The hi ghest pr i or i ty bri dge
wi l l become the root br i dge. Once a root br i dge has been chosen, each of the
remai ni ng bri dges must deci de whi ch one of i ts ports l i es \i n the di rect i on" of
the root . Thi s port i s cal l ed the root port . The root port i s the port whi ch o�ers
the l owest cost path to the root . Each port , wi thi n a bri dge, i s al so ass i gned
a uni que IDnumber. The bri dge IDs are uni que wi thi n the scope of the ent i re
br i dged network, but the port IDs are uni que onl y wi thi n the scope of a s i ngl e
br i dge. I f the path costs through two ports are equal , then the bri dge sel ects
the port wi th the l owest ID(hi ghest pr i or i ty) to be root port .

A si ngl e LANmay have many bri dges attached to i t , onl y one of whi ch can
become a \desi gnated bri dge". Each LANi s ass i gned one \desi gnated bri dge"
duri ng the con�gurat i on process . The desi gnated bri dge i s the one whi ch o�ers
the l east cost path to the root . Desi gnated bri dges wi l l choose one of thei r ports
(di �erent f romthe root port) to be a \desi gnated port". The desi gnated port
i s a port whi ch attaches the \desi gnated bri dge" to i ts LAN. Cl ear l y the other
br i dges attached to thi s same LAN, whi ch are not \desi gnated bri dges", must
be i nf ormed whi ch bri dge i s the desi gnated bri dge.

Ports that are chosen to be the root port or a desi gnated port are put i nto
a \f orwardi ng" state. The other ports on a bri dge, do not part i ci pate i n the
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4 Spanning Tree Protocol

4. 1 Overvi ew of Basi c Operati on

The pri mary f unct i on of the Spanni ng Tree Al gor i thmi s to organi ze the bri dges
i n a hi erarchi cal f ashi on such that a there i s onl y one path, of br i dges and LANs,
between any two LANs i n the ent i re br i dged network. In other words, any l oops
i n the network topol ogymust be broken2. The f orwardi ng and l earni ng processes
descr i bed ear l i er assume that there are no l oops i n the topol ogy of the bri dges
and LANs. I t i s necessary to remove l oops i n the topol ogy to prevent packet
l oopi ng and packet dupl i cat i on. Fi gure 7 gi ves an exampl e of howpacket l oopi ng
and dupl i cat i on can occur. Suppose stat i on Xtransmi ts a packet to an unknown
dest i nat i on. Both B1 and B4 wi l l each send a copy to L2, creat i ng a dupl i cate
packet . B2 wi l l f orward both of these onto L3, and then B3 wi l l agai n f orward
both of these back to L1. Thi s process wi l l repeat dupl i cat i ng and l oopi ng unti l
ei ther , the network f ai l s due to over l oad, or the dest i nat i on address i s l earned by
al l br i dges ANDei ther B1 or B4 i s temporar i l y di sabl ed. (Actual l y dupl i cat i on
and l oopi ng wi l l occur both cl ockwi se and countercl ockwi se i n thi s exampl e, as
the two types of arrows i ndi cate. )

The hi erarchi cal structure chosen to accompl i sh thi s task of el i mi nat i ng l oops i s
a spanni ng tree. The Spanni ng Tree Al gor i thmi s used to transf orman arbi trary
mesh topol ogy i nto a si ngl e, acycl i c spanni ng tree. Abri dged network can be
vi ewed as a spanni ng tree i f we consi der the bri dges to be nodes i n an undi rected
graph, and the LANs to be hyper- edges3.

The spanni ng tree al gor i thmi s a di str i buted al gor i thm. The bri dges communi -
cate by sendi ng a speci al type of message to each other cal l ed a Bri dge Protocol
Data Uni t (BPDU). These messages contai n enough i nf ormati on i n themf or
al l the bri dges to agree on a speci �c topol ogy, to detect f ai l ures when l i nks or
br i dges mal f unct i on, and to recon�gure the topol ogy accordi ngl y. The terms
c o n�g u r a t i o n p r o c e s s (or r e c o n�g u r a t i o n p r o c e s s ) and s t e a d y s t a t e o p e r a t i o n are
used throughout the document. Con�g ur a t i o n p r o c e s s ref ers to the state of the
systemwhi l e the bri dges are i n the process of f ormi ng a spanni ng tree. Af ter
the con�gurat i on process has �ni shed, or converged, then the systemi s sai d to
be i n a s t e a d y s t a t e . Duri ng s t e a d y s t a t e operat i on, no changes i n the topol ogy
occur.

The �rst task to be done when computi ng the spanni ng tree, i s to choose a

2By \breaking" loops, we mean temporari lydisabl ingnetworkcomponents such as bridge

ports.
3Hyper-edges are de�nedas edges whichmay connect more than two nodes, but always

have a unique parent node.
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Fi gure 6: BayBri dge Learni ng and Forwardi ng
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SMDS source address provi des the E164 address requi red i n the remote tabl e.
The l earni ng f or tra�c type SF, requi res readi ng both the FDDI source address
and the SMDS source address f romthe same packet .

3. 4 BayBri dge Forwardi ng

When a packet arr i ves f romthe FDDI si de, �rst a tabl e l ookup i s perf ormed on
the dest i nat i on address i n the l ocal tabl e. I f the dest i nat i on i s f ound i n the l ocal
tabl e, then the packet i s dropped, because the dest i nat i on l i es on the FDDI si de
of the BayBri dge. I f i t i s not f ound, then a tabl e l ookup i n the remote tabl e
i s perf ormed. I f the entry i s f ound, then the packet i s f orwarded to a speci �c
BayBri dge on another s i de of the SMDS network. I f the entry i s not f ound i n the
remote tabl e, then the packet i s mul t i cast to al l BayBri dges. (Thi s corresponds
to the not i on of \oodi ng al l ports except the i ncomi ng port" i n the or i gi nal
br i dgi ng al gor i thm. )

When a packet arr i ves f romthe SMDS si de, a tabl e l ookup i s perf ormed i n
the remote tabl e. I f the dest i nat i on address appears i n the remote tabl e, then
the packet i s di sgarded si nce the dest i nat i on l i es on the SMDS si de (same si de
packet recei ved on) of the Baybri dge. Thi s wi l l occur when packets are mul t i cast
between BayBri dges. I f the dest i nat i on i s not f ound i n the remote tabl e, then
the packet i s automati cal l y f orwarded on the FDDI port (wi thout doi ng a l ocal
tabl e l ookup). The reason f or thi s i s as f ol l ows. I f thi s packet i s al ready arr i vi ng
on the SMDS port , then ei ther the transmi tt i ng BayBri dge knows that the
dest i nat i on i s on the FDDI si de of the recei vi ng BayBri dge, or the transmi tt i ng
BayBri dge di d not �nd i t i n any of i ts �l ter i ng tabl es and has mul t i cast the
packet to al l BayBri dges. I n the �rst case, the packet wi th dest i nat i on known
to be on the FDDI si de, cl ear l y must be f orwarded. In the second case, i f
the dest i nat i on was not f ound i n the remote tabl e, then the packet must be
f orwarded f or oodi ng purposes . So i f the packet i s not f ound i n the remote
tabl e, then i t wi l l be f orwarded on the FDDI si de regardl ess of whether i t was
si ngl ecast or mul t i cast , and regardl ess of i nf ormati on i n the l ocal tabl e1. Fl ow
charts summari zi ng the BayBri dge l earni ng and f orwardi ng techni ques are gi ven
i n Fi gure 6.

1This is the secondreason, see Section3.2, whythe next outgoing port # �eldis not needed

in the local table.
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Local Filter Table Remote Filter Table

Destination Address      Age Time Destination Address    Next E164 Address    Age Time

Fi gure 5: Contents of Fi l ter i ng Tabl es

of that BayBri dge. The SMDS address i ng scheme uses E. 164 address i ng. I n
order to send a packet to al l other BayBri dges, a mul t i cast address must be
used.

Al l of the tra�c we transport i s generated by and dest i ned f or FDDI hosts .
Some FDDI packets wi l l have to travel through the SMDS network. Each FDDI
packet travel l i ng through the SMDS network wi l l traverse two BayBri dges. The
l i nk between these two BayBri dges i s a poi nt- to- poi nt l i nk, and the necessary
address i ng i nf ormati on must be avai l abl e i n the remote tabl e.

The remote tabl e wi l l store MACaddresses of the hosts on the SMDS si de of
the BayBri dge i n the d e s t i na t i o n a d d r e s s �el d. The ne x t o u t g o i ng po r t # wi l l
contai n the SMDS E164 address of the next remote bri dge to whi ch the packet
shoul d be f orwarded. The t i mer �el d wi l l be used i n the same f ashi on that i t i s
used i n the l ocal tabl e (descr i bed above) . Theref ore, the two �l ter i ng database
tabl es wi l l l ook as i n Fi gure 5.

FDDI group addresses are not store i n ei ther tabl e. Theref ore packets wi th
group addresses are al ways mul t i casted through SMDS (i . e. \ooded") . Thi s i s
done i n order to al l owhosts separated by l arge di stances, or hosts i n di �erent
bri dge cl usters , to part i ci pate i n the same group address .

3. 3 BayBri dge Learni ng

When a packet arr i ves f romthe FDDI si de of the BayBri dge (tra�c type FS),
the l earni ng process reads the MACaddress . I f the entry i s al ready i n the l ocal
tabl e then the t i mer i s set to i ndi cate a \f resh" entry. I f the entry i s not f ound,
then i t i s added to the l ocal tabl e. When a packet arr i ves f romthe SMDS si de
(tra�c type SF), i t wi l l be an FDDI packet encapsul ated i n an SMDS packet
(s i nce al l packets or i gi nate f romFDDI hosts) . The i nf ormati on l earned f rom
tra�c type SF i s put i nto the remote �l ter i ng tabl e. The FDDI source address
must be read and entered as the dest i nat i on address i n the �l ter i ng tabl e. The
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Fi gure 4: Fl owof di �erent tra�c types through bri dge
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ei ther of the BayBri dge ports . I n thi s i mpl ementat i on, the BayBri dge connects
di rect l y to a workstat i on, whi ch i s i tsel f a host . Thi s host can al so be the �nal
dest i nat i on of a data packet . Cl ear l y, the FDDI port recei ves and transmi ts
FDDI packets , and the SMDS port recei ves and transmi ts SMDS packets .

3. 2 BayBri dge Fi l teri ng Tabl es

The BayBri dge wi l l mai ntai n two �l ter i ng database tabl es : a l ocal tabl e and a
remote tabl e. I n thi s sect i on, we di scuss the rat i onal e behi nd the i nf ormati on i n
the tabl es , and not thei r speci �c i mpl ementat i on. The l ocal tabl e i s used to store
f orwardi ng i nf ormati on about hosts that l i e on the FDDI si de of the BayBri dge.
The remote tabl e i s used to store f orwardi ng i nf ormati on concerni ng hosts that
l i e on the SMDS si de of the BayBri dge. I n other words, the l ocal tabl e stores
i nf ormati on about hosts generat i ng tra�c type FS, and the remote tabl e stores
i nf ormati on about hosts generat i ng tra�c type SF (Fi gure 4) .

The IEEE802. 1d standard requi res the f ol l owi ng i nf ormati on to be mai ntai ned
i n the �l ter i ng database:

destinati on address , next outgoi ng port #, age ti mer.

FDDI hosts have 48 bi t addresses der i ved f romthei r MACaddresses . I n the
d e s t i na t i o n a d d r e s s �el d, the l ocal �l ter i ng tabl e wi l l store the MACaddresses
of the hosts on the FDDI si de of the BayBri dge. The ne x t o u t g o i ng po r t #

�el d wi l l not be needed f or the l ocal tabl e. Al l entr i es i n the l ocal tabl e be-
l ong to the FDDI si de of the BayBri dge (accordi ng to our de�ni t i on of l ocal
tabl e) . Moreover , there i s onl y one port that connects to the FDDI si de ( i . e. no
choi ce between mul t i pl e ports connected to the l ocal l y br i dged FDDI networks) .
Theref ore, al l entr i es i n the l ocal tabl e woul d have the same ne x t o u t g o i ng po r t

#. Hence i t i s not needed, we can si mpl y associ ate every entry i nthe l ocal tabl e
wi th the si ngl e FDDI port . (Another reason thi s �el d i s not needed i s gi ven i n
Sect i on 3. 4 on Forwardi ng. ) The t i mer �el d i s used to measure the age of the
entry. I t i s set to zero when an entry i s �rst pl aced i n the tabl e. The t i mer must
be updated every second ( i . e. has a granul ar i ty of 1. 0 seconds) . Af ter an entry
becomes ol der than the al l owed Agei ng Ti me parameter , i t i s removed f romthe
tabl e. (The Agei ng Ti me parameter i s speci �ed i n sect i on x. )

I t i s i mportant to note that the FDDI ri ng i s essent i al l y a broadcast network
i n the sense that every packet put on the r i ng wi l l be seen by every stat i on on
that r i ng. I n contrast , the SMDS network (when usi ng si ngl e CPE access) can
be vi ewed as a poi nt- to- poi nt network. Thus f or one BayBri dge to transmi t a
packet to another BayBri dge requi res knowl edge of the speci �c SMDS address
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Fi gure 3: Basi c Forwardi ng Process

are the same, then the packet i s di scarded; i t i s al ready travel i ng on the correct
s i de of the bri dge, and does not need to be dupl i cated. I f there i s no entry f or
the packet i n the tabl e, then the bri dge sends a copy out on al l of i ts ports
except the i ncomi ng port . I n other words, i t oods al l of i ts ports other than
the one the packet arr i ved on. Thi s process i s descr i bed i n Fi gure 3.

3 BayBri dge Learni ng and Forwardi ng

3. 1 Tra�c Types

Fi gure 4 depi cts the di �erent types of packets that owthrough the bri dge. The
Spanni ng Tree Process on one bri dge node transmi ts and recei ves BPDUs f rom
other Spanni ng Tree Processes on di �erent bri dges. BPDUs can be recei ved on
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Fi gure 2: Basi c Learni ng Process

the tabl e, then the l earni ng process updates the port val ue and the t i mer. The
port val ue i s updated i n case the host has changed i ts l ocat i on. Hosts can retai n
thei r address even i f they move f romone part of the network to another . I f the
source address i s not i n the �l ter i ng tabl e, then i t i s entered i nto the tabl e. See
Fi gure 2.

Learni ng i s carr i ed out \on- the- y" and i s thus very qui ck. (Thi s i s qui te di �er-
ent f romquery- response l earni ng mechani sms. ) By the t i me the ent i re packet
has been copi ed to the bri dge, the l earni ng process can al ready be �ni shed.
Once i t reads the source address , the rest of the l earni ng process can go on i n
paral l el , as the remai nder of the packet i s copi ed to the bri dge.

2. 2 General Bri dge Forwardi ng

When a packet arr i ves , the bri dge reads the dest i nat i on address and l ooks i t up
i n the �l ter i ng tabl e. I f the outgoi ng port number i s di �erent f romthe i ncomi ng
port , then the packet i s f orwarded on the outgoi ng port . I f the port numbers
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the phi l osophy out l i ned i n the IEEE 802. 1d Standard [ 2] . A f ewchanges were
needed (two address �l ter i ng tabl es whi ch contai n di �erent i nf ormati on f rom
each other , and support of two methods f or computi ng message ages) , s i nce
the BayBri dge i s a remote bri dge and not a l ocal br i dge. The BayBri dges are
desi gned to be compati bl e wi th IEEE 802. 1d l ocal br i dges, and to i nteroperate
wi th them.

Other protocol convers i on f unct i ons such as address transl at i on, encapsul a-
t i on/decapsul at i on, and segmentat i on/reassembl y are al so carr i ed out i n the
BayBri dge. However , these are not consi dered part of the \bri dge protocol ",
and are not the subj ect of thi s document. Sect i on 2 presents the basi c br i dge
l earni ng and f orwardi ng schemes as de�ned i n the IEEE 802. 1d Standard. Sec-
t i on 3 descr i bes the BayBri dge' s i mpl ementat i on of the l earni ng and f orwardi ng
f unct i ons. Sect i on 4 presents the Spanni ng Tree Al gor i thm, and di scusses i ts
character i st i c perf ormance parameters .

2 General Bri dge Learni ng and Forwardi ng

I n thi s sect i on, we descr i be succi nct l y the basi c techni que that bri dges empl oy
f or l earni ng and f orwardi ng, as de�ned i n the IEEE 802. 1d Standard. In the
next sect i on, we di scuss some i mpl ementat i on detai l s of the BayBri dge, and
then expl ai n howl earni ng and f orwardi ng are i mpl emented on the BayBri dge.
For exampl e, the i mpl ementat i on i s dependent on the f act that the BayBri dge
i s a two- port remote bri dge.

2. 1 General Bri dge Learni ng

Typi cal l y, l ocal mul t i port br i dges have �l ter i ng tabl es that contai n the f ol l owi ng
i nf ormati on:

Desti nati on Address , Next Outgoi ng Port #, Age Ti mer

When a bri dge recei ves a packet , i t reads the source address and notes the
i ncomi ng port on whi ch the packet arr i ves . Thi s i nf ormati on i s then pl aced
i n the tabl e. The port number i ndi cates on whi ch si de of the bri dge a host
l i es . Thus any packets i n the f uture headed f or that host are f orwarded on the
appropri ate port . The Age Ti mer i s used to measure the age of an entry i n the
tabl e. When tabl e entr i es exceed a certai n age, they are del eted. Onl y current ,
act i ve i nf ormati on i s mai ntai ned i n the �l ter i ng tabl e. I f an entry i s al ready i n
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Fi gure 1: Overvi ewof Bri dge Funct i ons

bri dges these tabl es are cal l ed �l ter i ng tabl es , s i nce bri dges are sai d to �l ter
packets . (We ref rai n f romusi ng the express i on r o u t i ng t a b l e as thi s i s typi -
cal l y used by hi gher l ayer protocol s f or more compl ex store- and- f orward rout i ng
schemes. ) These tabl es are used to keep di rect i onal i nf ormati on as to howto
f orward packets . More preci sel y, the tabl e i ndi cates through whi ch port a packet
shoul d be f orwarded i n order to reach i ts �nal dest i nat i on. The l earning pro-
cess constructs the �l ter i ng tabl es . The spanning tree process takes care
of the bri dge- to- br i dge BPDUcommuni cat i on, f orms the spanni ng tree, detects
topol ogy changes and dynami cal l y adj usts the spanni ng tree accordi ng to these
topol ogy changes. A si mpl e owchart showi ng these basi c tasks i s gi ven i n
Fi gure 1.

I n the BayBri dge i mpl ementat i on, the l earni ng and f orwardi ng processes wi l l be
i mpl emented i n hardware, and the spanni ng tree process wi l l be i mpl emented i n
sof tware. The l earni ng and f orwardi ng deci s i ons are i mpl emented i n hardware i n
order f or the BayBri dge to be f ast . I t wi l l be f ast s i nce l earni ng and f orwardi ng
deci s i ons are made on a packet- by-packet basi s ; however spanni ng tree deci s i ons
are made much l ess f requent l y. The hardware- sof tware i nter f ace requi red f or the
bri dgi ng protocol i s speci �ed i n [ 8] . Our remote bri dge i s des i gned accordi ng to
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1 Introducti on

The BayBri dge [ 3] i s a dual port remote bri dge desi gned to i nterconnect FDDI
and SMDS networks. The BayBri dge has one FDDI port whi ch recei ves and
transmi ts packets f roman FDDI network. The second port on the BayBri dge
recei ves and transmi ts packets f roman SMDS network. When the BayBri dge
recei ves a packet f romthe FDDI network, i t deci des whether or not to f orward
that packet onto the SMDS network. Si mi l ar l y, when i t recei ves a packet f rom
the SMDS network, i t deci des whether or not to f orward that packet on the
FDDI network.

The BayBri dge works i n conj unct i on wi th l ocal br i dges, and other BayBri dges,
to f orma \bri dged network". Typi cal l y, l ocal br i dges connect s i mi l ar networks
( f or exampl e, FDDI to FDDI or ethernet or token ri ng) , and remote bri dges
connect di ss i mi l ar networks. The goal of a l ocal br i dge i s to extend the capa-
bi l i t i es and resources of a s i ngl e LAN. The goal of remote bri dges i s to f urther
expand these networks by connect i ng a number of \l ocal l y br i dged networks"
together vi a a backbone. In thi s i mpl ementat i on, the SMDS network serves as
the backbone network. Moreover , the BayBri dge i s consi dered a remote bri dge
si nce FDDI and SMDS networks di �er i n a number of ways. For exampl e,
FDDI i s a broadcast network and SMDS, f romour si ngl e CPE poi nt of vi ew,
i s a poi nt- to- poi nt network. FDDI uses at address i ng, SMDS uses hi erarchi cal
address i ng. FDDI i s a pri vate network, SMDS i s a publ i c network. FDDI runs
at 100 Mbps and SMDS (wi th our system) runs at ei ther DS1, DS3 or STS- 3
rates .

I n order to work together , the bri dges themsel ves must communi cate. They
communi cate by transmi tt i ng a speci �c type of message to one another . Thi s
message type i s cal l ed a Bri dge Protocol Data Uni t (BPDU). The bri dges use
these messages to f orma spanni ng tree topol ogy. (In the spanni ng tree topol ogy
we consi der br i dges as nodes i n a tree, and LANs as the l i nks i n a tree. ) The
purpose of thi s hi erarchi cal structure, super i mposed on the network, i s to break
l oops i n the network and avoi d packet dupl i cat i on. I f , af ter thi s topol ogy has
been agreed upon and f ormed, a bri dge node becomes di s f unct i onal , or there
i s a l i nk f ai l ure, then the bri dges must change the current topol ogy and agree
on a new spanni ng tree. Anew tree i s f ormed to �nd new routes through the
bri dged network, so that packets can bypass the f ai l ed sect i on of the network.
The spanni ng tree al gor i thmi s a di str i buted al gor i thm.

In order to perf ormthese f unct i ons, a br i dge carr i es out three mai n tasks: a
f orwardi ng process , a l earni ng process , and a spanni ng tree process . The for-

warding process makes deci s i ons about whether and howto f orward packets .
I n order to make these deci s i ons, the BayBri dge needs rout i ng i nf ormati on. In
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